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have weighed in regarding cybersecurity ethical duties
generally, and in short, the attorney must make
reasonable efforts to address the potential cybersecurity
risks. E.g., Wis. Formal Ethics Op. EF-15-01 (2015);
N.H. Ethics Op. 2012-13/4 (2013); Wa. Ethics Op. 2215
(2012); Mass. Ethics Op. 12-03 (2012); Calif. Formal
Ethics Op. 2010-179 (2010); Ala. Ethics Op. 2010-02
(2010); Ariz. Ethics Op. 09-04 (2009). Reasonable
efforts may include but not be limited to:

FOR

I.

INTRODUCTION
Most states in the U.S. now require that, as part of
fulfilling the attorney’s duty of competence, the attorney
must maintain a working knowledge of the benefits and
risks associated with relevant technology. While Texas
does not yet impose such a duty in the Rules, in order to
comport with the attorney’s existing duties of
confidentiality, safekeeping of property, and others, the
attorney must employ basic cybersecurity measures.

•
•

II. DEFINING CYBERSECURITY
Merriam Webster defines “cybersecurity,” as
measures taken to protect a computer or computer
system (as on the Internet) against unauthorized access
or attack. “cybersecurity,” Merriam-Webster.com, 2017
(last visited May 26, 2017) (emphasis added). Similarly,
the U.S. Department of Homeland Security’s 2016
“Stop. Think. Connect.” campaign to raise public
awareness of cyber threats defines “cybersecurity,” as
the protection of computers and computer systems
against unauthorized attacks or intrusion. Dep’t
Homeland Sec., Stop. Think. Connect. Cybersecurity
101, available at https://www.dhs.gov/sites/default/files/
publications/cybersecurity-101_4.pdf. Importantly, for
the attorney, the essential aspect of cybersecurity is
protection of client data—which begins with a
knowledge of the risks and potential safeguards available
to protect against risk.
Cloud computing includes web- based email, online
data storage, software as a service (“SaaS”), and any
other external computing tool. Wis. Formal Ethics Op.
EF-15-01 (2015). Many law firms and attorneys have
graduated from on-site (or even off-site) self-managed
data and email storage servers to the world of shared
services. GoogleDocs, DropBox, Clio, Carbonite,
GotomyPC, and RocketMatter are a few such providers
popular among lawyers outsourcing computing
applications. So-called shared IT services provide
attorneys increased flexibility and convenience, remote
accessibility to files and email, and reduced costs.
Newton, J., Department: Technology: Putting your
Practice in the Cloud a Preflight Checklist, 73 Tex. B. J.
632 (Sept. 2010).
The lawyer’s duty to maintain client confidentiality
is compromised if the firm’s network or cloud
computing provider is breached. As a result, part and
parcel of the attorney’s duties of competence and to
diligently select and supervise non-lawyer assistants is
diligence in selecting and engaging the cloud computing
provider. The Texas Committee on Professional Ethics
has not spoken to cybersecurity ethical duties broadly—
but has addressed the use of email and metadata
(discussed infra). However, a number of other states

•
•
•
•

“Base-level comprehension of the technology and
the implications of its use”,
An appreciation for the importance of data security
(e.g., firewalls, virus programs, OS updates, good
passwords, and encryption),
Thorough research into the provider selected (e.g.,
qualifications, reputation, and longevity),
Reading and understanding the provider’s terms of
use,
Backing up data on a regular basis, and
At times, providing a disclosure to clients
explaining the use of a provider, or obtaining the
client’s informed consent.

Wis. Formal Ethics Op. EF-15-01 (2015).
Part III of this Chapter discusses the rules (and
comments) which define the Texas lawyer’s standards of
ethical conduct. Part IV takes a look at select ethics
committee opinions from Texas and the American Bar
Association (“ABA”) which touch upon, directly or
indirectly, cybersecurity, cloud computing, and
electronic data storage. Finally, Part V lists practical tips
for complying with the reasonable efforts required by
the ethical rules.
III. APPLICABLE RULES
A. Texas Disciplinary Rules of Professional Conduct
1. Preamble: A Lawyer’s Responsibilities
16. [A]s a general matter, the client has a
reasonable expectation that information
relating to the client will not be voluntarily
disclosed and that disclosure of such
information may be judicially compelled only
in accordance with recognized exceptions to
the attorney-client and work product
privileges.
2.

Rule 1.03 Communication
(a) A lawyer shall keep a client reasonably
informed about the status of a matter and
promptly comply with reasonable
requests for information.
(b) A lawyer shall explain a matter to the
extent reasonably necessary to permit

1
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the client to make informed decisions
regarding the representation.
3.

5.

The lawyer “should feel a moral compunction
to make reasonable efforts to ensure that the
office, firm, or agency has in effect
appropriate procedural measures giving
reasonable assurance that all lawyers in the
office conform to these rules.”

Rule 1.05(b) Confidentiality of Information
Except as [otherwise] permitted . . . , a lawyer
shall not knowingly reveal confidential
information of a client or a former client to . .
. anyone else, other than the client, the client's
representatives, or the members, associates,
10
or employees of the lawyer's law firm.

6.

Rule 5.03 Responsibilities Regarding Nonlawyer
Assistants
With respect to a non-lawyer employed or
retained by or associated with a lawyer: (a) a
lawyer having direct supervisory authority
over the nonlawyer shall make reasonable
efforts to ensure that the person’s conduct is
compatible with the professional obligations
of the lawyer; and (b) a lawyer shall be subject
to discipline for the conduct of such a person
that would be a violation of these rules if
engaged in by a lawyer if:

“Knowingly” is defined in the Rules as “actual
knowledge” which may be inferred from the
circumstances. Further, the prohibition on
disclosure of client information requires
careful engagement of the third-party provider
such that disclosure of client information does
not breach such duty.
4.

Rule 5.01 comment 6

Rule 1.14 Safekeeping Property
A lawyer shall hold funds and other property
belonging in whole or in part to clients or third
persons that are in a lawyer’s possession in
connection with a representation separate
from the lawyer's own property. Such funds
shall be kept in a separate account, designated
as a “trust” or “escrow” account, maintained in
the state where the lawyer’s office is situated,
or elsewhere with the consent of the client or
third person. Other client property shall be
identified as such and appropriately
safeguarded. Complete records of such
account funds and other property shall be kept
by the lawyer and shall be preserved for a
period of five years after termination of the
representation.

(1) the lawyer orders, encourages, or permits
the conduct involved; or
(2) the lawyer:
(i)

is a partner in the law firm in which
the person is employed, retained by,
or associated with; or is the general
counsel of a government agency’s
legal department in which the person
is employed, retained by or
associated with; or has direct
supervisory authority over such
person; and
(ii) with knowledge of such misconduct
by the nonlawyer knowingly fails to
take reasonable remedial action to
avoid or mitigate the consequences
of that person’s misconduct.

Comment 1. A lawyer should hold property
of others with the care required of a
professional fiduciary. Securities should be
kept in a safe deposit box, except when some
other form of safekeeping is warranted by
special circumstances. All property which is
the property of clients or third persons
should be kept separate from the lawyer's
business and personal property and, if monies,
in one or more trust accounts. Separate trust
accounts
may
be
warranted
when
administering estate monies or acting in
similar fiduciary capacities. Paragraph (a)
requires that complete records of the funds and
other property be maintained.

Ethics opinions of other states discuss the lawyer’s duty
to adequately supervise vendors as implicated in making
decisions related to cloud computing vendors. E.g., Wis.
Formal Ethics Op. EF-15-01 (March 2015); Ohio Inf.
Advisory Op. 2013-03 (2013); Fla. Ethics Op. 12-3
(2013).
B.

American Bar Association Model Rules of
Professional Conduct
Promulgated by the ABA in 1983, the Model Rules
have been adopted by most states and are, according to
the Texas Center of Legal Ethics, among the most
frequently referenced rules for lawyers and legal
professionals in Texas. See Texas Center for Legal
2
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for a period of [five years] after
termination of the representation.

Ethics: Rules, http://www.legalethicstexas.com/EthicsResources/Rules.aspx.
1.

Rule 1.1 Competence

3.

A lawyer shall provide competent
representation to a client. Competent
representation requires the legal knowledge,
skill, thoroughness and preparation reasonably
necessary for the representation.

(a) A lawyer shall not reveal information
relating to the representation of a client
unless the client gives informed consent,
the disclosure is impliedly authorized in
order to carry out the representation or
the disclosure is permitted by paragraph
(b).

Comment [8] to Rule 1.1: [8] To maintain the
requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its
practice, including the benefits and risks
associated with relevant technology, engage in
continuing study and education and comply
with all continuing legal education
requirements to which the lawyer is subject.

***
(c) A lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to,
information relating to the representation
of a client.

The emphasized language was added in 2012 based on
a resolution and report created by the ABA
Commission on Ethics 20/20 to address changes in the
practice of law arising from technology and
globalization. See ABA Commission on Ethics 20/20
at 3, http://www.americanbar.org/content/dam/aba/ad
ministrative/ ethics_2020/20120508_ethics_20_20_fi
nal_hod_introdution_and_overview_report.authcheck
dam.pdf (hereinafter, the “Ethics 20/20”). The
Commission on Ethics 20/20 stated that although the
lawyer’s duty of competence in law and its practice
“includes understanding relevant technology’s benefits
and risks,” the added comment would offer “greater
clarity regarding this duty and emphasize the growing
importance of technology.” See id. at 9.
As of the date of this Chapter, twenty seven states
have adopted some version of the ABA’s Comment 8 to
Model Rule 1.1 requiring lawyers to maintain
competency not only in the law, but also in technology.
Texas is not yet among those states.
2.

Rule 1.6 Confidentiality of Information

The emphasized language was added by the Ethics 20/20
recommendation to address the “challenges as lawyers
try to fulfill their obligation to protect client
confidences.” See id. However, the Ethics 20/20
recommendation also emphasizes that the lawyer
engages in misconduct just because the client’s
confidences are accessed or disclosed in an
unauthorized or inadvertent manner:
Comment [18] to Rule 1.6: Paragraph (c)
requires a lawyer to act competently to
safeguard information relating to the
representation
of
a
client
against
unauthorized access by third parties and
against inadvertent or unauthorized disclosure
by the lawyer or other persons who are
participating in the representation of the client
or who are subject to the lawyer’s
supervision. The unauthorized access to, or
the inadvertent or unauthorized disclosure of,
information relating to the representation of a
client does not constitute a violation of
paragraph (c) if the lawyer has made
reasonable efforts to prevent the access or
disclosure. Factors to be considered in
determining the reasonableness of the lawyer’s
efforts include, but are not limited to, the
sensitivity of the information, the likelihood of
disclosure if additional safeguards are not
employed, the cost of employing additional
safeguards, the difficulty of implementing the
safeguards, and the extent to which the
safeguards adversely affect the lawyer’s
ability to represent clients (e.g., by making a
device or important piece of software

Rule 1.15 Safekeeping Property
(a) A lawyer shall hold property of clients or
third persons that is in a lawyer's
possession in connection with a
representation separate from the lawyer's
own property. Funds shall be kept in a
separate account maintained in the state
where the lawyer's office is situated, or
elsewhere with the consent of the client
or third person. Other property shall be
identified as such and appropriately
safeguarded. Complete records of such
account funds and other property shall be
kept by the lawyer and shall be preserved
3
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(b) a lawyer having direct supervisory
authority over the nonlawyer shall make
reasonable efforts to ensure that the
person's conduct is compatible with the
professional obligations of the lawyer;
and
(c) a lawyer shall be responsible for conduct
of such a person that would be a
violation of the Rules of Professional
Conduct if engaged in by a lawyer if:

excessively difficult to use). A client may
require the lawyer to implement special
security measures not required by this Rule or
may give informed consent to forego security
measures that would otherwise be required by
this Rule. Whether a lawyer may be required
to take additional steps to safeguard a client’s
information in order to comply with other law,
such as state and federal laws that govern data
privacy or that impose notification
requirements upon the loss of, or unauthorized
access to, electronic information, is beyond the
scope of these Rules.

(1) the lawyer orders or, with the
knowledge of the specific conduct,
ratifies the conduct involved; or
(2) the lawyer is a partner or has
comparable managerial authority in
the law firm in which the person is
employed, or has direct supervisory
authority over the person, and
knows of the conduct at a time when
its consequences can be avoided or
mitigated but fails to take reasonable
remedial action.

Comment [19] to Rule 1.6 When transmitting
a communication that includes information
relating to the representation of a client, the
lawyer must take reasonable precautions to
prevent the information from coming into the
hands of unintended recipients. This duty,
however, does not require that the lawyer use
special security measures if the method of
communication
affords
a
reasonable
expectation of privacy. Special circumstances,
however, may warrant special precautions.
Factors to be considered in determining the
reasonableness of the lawyer’s expectation
of confidentiality include the sensitivity of
the information and the extent to which the
privacy of the communication is protected by
law or by a confidentiality agreement. A client
may require the lawyer to implement special
security measures not required by this Rule
or may give informed consent to the use of a
means of communication that would
otherwise be prohibited by this Rule. Whether
a lawyer may be required to take additional
steps in order to comply with other law, such
as state and federal laws that govern data
privacy, is beyond the scope of these Rules.

Comment [3] to Rule 5.3 A lawyer may use
nonlawyers outside the firm to assist the
lawyer in rendering legal services to the
client. Examples include the retention of . .
. using an Internet-based service to store
client information. When using such services
outside the firm, a lawyer must make
reasonable efforts to ensure that the services
are provided in a manner that is compatible
with the lawyer’s professional obligations.
The extent of this obligation will depend upon
the circumstances, including the education,
experience and reputation of the nonlawyer;
the nature of the services involved; the terms
of any arrangements concerning the
protection of client information; and the legal
and ethical environments of the jurisdictions
in which the services will be performed,
particularly with regard to confidentiality. . .

4.

Rule 5.3 Responsibilities Regarding Nonlawyer
Assistance
With respect to a nonlawyer employed or retained
by or associated with a lawyer:

IV. TEXAS & ABA ETHICS OPINIONS
A. The Texas Professional Ethics Committee
Many states have published opinions touching upon
the ethical obligations of lawyers and legal staff
regarding
cloud computing. The ABA’s Legal
Technology Resource Center (“LTRC”) compiled a
database of state ethics opinions from around the U.S.,
including a “Quick Reference” and case summaries
through July 2015. The list is available on the LTRC
website: https://www.americanbar.org/groups/department
s_offices/legal_technology_resources/resources/charts_fyi
s/cloud-ethics-chart.html. A helpful list of the then-

(a) a partner, and a lawyer who
individually or together with other
lawyers
possesses
comparable
managerial authority in a law firm shall
make reasonable efforts to ensure that
the firm has in effect measures giving
reasonable assurance that the person's
conduct is compatible with the
professional obligations of the lawyer;

4

Cyber Security for Attorneys

Chapter 11

“duty to take reasonable measures to avoid the
transmission of metadata.” The lawyer thus
has a duty to use “reasonably available
technical means to remove such metadata
before sending such documents to persons to
whom such confidential information is not to
be revealed pursuant to the provisions of Rule
1.05.” The Committee suggests use of:

current opinions is included as an appendix to the
Wisconsin State Bar’s Standing Committee on
Professional Ethics recent opinion on cloud computing.
1.

Opinion 665 – December 2016, attached hereto as
Appendix 1
Questions Presented: “What are a Texas
lawyer’s obligations under the Texas
Disciplinary Rules of Professional Conduct to
prevent the inadvertent transmission of
metadata containing a client’s confidential
information?” and “What are a Texas lawyer’s
obligations under the Texas Disciplinary
Rules of Professional Conduct when the
lawyer receives from another lawyer a
document that contains metadata that the
receiving lawyer believes contains and
inadvertently
discloses
confidential
information of the other lawyer’s client? For
example, is the receiving lawyer permitted to
search for, extract, and use the confidential
information, and is the receiving lawyer
required to notify the other lawyer of the
receipt of the confidential information?”

•
•
•

Software to scrub metadata before
transmission;
Conversion of documents to a format
which does not preserve metadata;
Transmission of documents by fax or
hard copies.

The Committee further notes that no Rules
specifically set forth duties for attorneys in
receipt of inadvertently disclosed confidential
information. The Rules do not prohibit the
lawyer from searching for or using metadata;
and do not require the lawyer to notify any
other person that the lawyer has accessed the
confidential information. The Rules do
prohibit, however, the The Committee cites
the ABA’s Model Rule 4.4 which states that
where an attorney receives inadvertently sent
electronic information, the lawyer must
“promptly notify the sender.” The Committee
notes only that to the extent that the Texas
attorney is subject to disciplinary rules of
other jurisdictions, the attorney may be
subject to different rules in the other
jurisdictions.

Facts—The attorney sends a settlement
agreement to an opposing counsel containing
embedded data (“metadata”) which can be
viewed through the use of certain digital
commands or specialized software. The
metadata contains confidential client
information related to settlement negotiations.
The opposing counsel does not believe that the
metadata was intentionally communicated to
the opposing counsel.

Finally, the Committee takes care to state that
the Opinion applies only to the “voluntary”
transmission of metadata and does not apply
to documents exchanged in the normal course
of discovery—which may prohibit alteration
or removal of metadata.

In this ethics opinion, the Committee notes
that metadata is oftentimes harmless or
ignored. However, at times may include
information allowing the user to see tracked
changes made to the document.
The
Committee notes that the rules governing
competence (Rule 1.01) and confidential
information (Rule 1.05) are implicated.

2.

Opinion 648 – April 2015, attached hereto as
Appendix 2
Question Presented: “Under the Texas
Disciplinary Rules of Professional Conduct,
may a lawyer communicate confidential
information by email?” The short answer, is
yes.

In Rule 1.01, the Committee notes the
definition of “Competence,” in the Rules
refers to the “ability to timely acquire the legal
knowledge, skill, and training reasonably
necessary for the representation of the client.”
The Committee opines that the lawyer is
required to understand that metadata is
created, which may include confidential
information accessible to opposing counsel.
The Committee opines that lawyers have a

Facts—Lawyers communicate in writing
these days transmitted by web-based email.
Having read reports of hacking and email
seizures without a warrant—lawyers “are
concerned about whether it is proper for them
5

Cyber Security for Attorneys

Chapter 11

on devices that are potentially accessible
to third persons or are not protected by a
password; or
(g) sending an email if the lawyer is
concerned that the NSA or other law
enforcement agency may read the
lawyer’s email communication, with or
without a warrant.

to continue using email to communicate
confidential information.”
Opinion 648 is the first Texas ethics opinion
regarding the lawyer’s use of technology. The
Committee cites ethics opinions of other states
which all conclude that except in special
circumstances, email (even if unencrypted) is
a proper method of
communicating
confidential information. The Committee first
noted that there exists an inherent risk that an
unauthorized
person
will
intercept
confidential information even by USPS,
courier, or fax. Second, we have a reasonable
expectation of privacy based, in part, upon
statutes which make it a crime to intercept
emails (citing the Electronic Communication
Privacy Act (ECPA), 18 U.S.C. § 2510 et
seq.). The ECPA makes it a crime to
intercept emails, use intercepted emails, or
disclose intercepted emails.

“Under Rule 1.05, the issue in each case is
whether a lawyer who sent an email
containing
confidential
information
knowingly revealed confidential information
to a person who was not authorized to receive
the information.”
“A lawyer should also consider whether
circumstances are present that would make it
advisable to obtain the client’s informed
consent to the use of email communication,
including the use of unencrypted email.” See
Texas Rule 1.03(b) and ABA Comm. on Ethics
and Prof’l Responsibility, Formal Op. 11-459
(2011).

Presumably, and based on the duty to maintain
client information in confidence, the lawyer
always has a duty to prevent unauthorized
disclosure of client information.
The
Committee
cautions
that
in
some
circumstances the lawyer should “consider
whether the confidentiality of the information
will be protected if communicated by email
and whether it is prudent to use encrypted
email or another form of communication.”
Such circumstances may include:

The Opinion specifically advises that the
lawyer may have a distinct duty to encrypt
emails under another statute—e.g., HIPAA,
FERPA, and trade secret laws.
3.

Opinion 572 –June 2006, attached hereto as
Appendix 3
Question Presented: “Under the Texas
Disciplinary Rules of Professional Conduct,
may a lawyer, without the express consent
of a client, deliver material containing
privileged information of the client to an
independent contractor, such as a copy
service, hired by the lawyer to perform
services in connection with the lawyer's
representation of the client?” The short
answer, is yes.

(b) communicating highly sensitive or
confidential information via email or
unencrypted email connections;
(c) sending an email to or from an account
that the email sender or recipient shares
with others;
(d) sending an email to a client when it is
possible that a third person (such as a
spouse in a divorce case) knows the
password to the email account, or to an
individual client at that client’s work
email account, especially if the email
relates to a client’s employment dispute
with his employer;
(e) sending an email from a public computer
or a borrowed computer or where the
lawyer knows that the emails the lawyer
sends are being read on a public or
borrowed computer or on an unsecure
network;
(f) sending an email if the lawyer knows that
the email recipient is accessing the email

The Committee cites Rule 1.05 of the Texas
Disciplinary Rules of Professional Conduct
and concludes that delivering confidential or
privileged information to a copy service to
facilitate representation “does not constitute
‘revealing’ such privileged information within
the meaning of Rule 1.05, provided that the
lawyer reasonably expects that the
independent contractor will not disclose or use
such items or their contents except as directed
by the lawyer and will otherwise respect the
confidential character of the information.”
6
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•

No client consent is required, but the
Committee does provide however, that a client
may instruct the lawyer not to use an
independent contractor.
B.
1.

•
•

ABA’s Standing Committee on Ethics and
Professional Responsibility
Formal Opinion No. 14-006 (May 2017), attached
as Appendix 4

2.

The ABA recognizes the onset of the use of the
term “cybersecurity,” to “encompass the broad
range of issues relating to preserving
individual privacy from intrusion by nefarious
actors throughout the Internet.”
The
Committee does not adopt specific security
requirements or reasonable steps (such as the
use of firewalls, passwords, etc.), but rather
discusses the fact-based analysis of the
attorney’s measures to make “reasonable
efforts,” to avoid cybersecurity risks.

The opinion discusses workplace policies
which put any employee on notice that email
communications on the company account are
not private. Even private email addresses,
when checked from work devices, may not be
private. The opinion cites Model Rules 1.1
and 1.6.

“Reasonable efforts, as it pertains to certain
highly sensitive information, might require
avoiding the use of electronic methods or any
technology to communicate with the client
altogether, just as it warranted avoiding the
use of the telephone, fax and mail in Formal
Opinion 99-413. [F]or matters of normal or
low sensitivity, standard security methods
with low to reasonable costs to implement,
may be sufficient to meet the reasonable
efforts standard to protect client information
from
inadvertent
and
unauthorized
disclosure.”

3.

Formal Opinion No. 99-413 (March 1999)
In this old but still applicable ABA ethics
opinion, the ABA looks at the transmission of
confidential information over email. The
ABA concludes that lawyers may, with
certain caveats, communicate over email:
“Based upon current technology and law as
we are informed of it, . . . a lawyer sending
confidential client information by unencrypted
e-mail does not violate Model Rule 1.6(a)
in choosing that mode to communicate. This
is principally because there is a reasonable
expectation of privacy in its use.”

The Formal Opinion notes the following
considerations as guidance:

•

Formal Opinion No. 11-459 (2011)
“A lawyer sending or receiving substantive
communications with a client via e-mail or
other electronic means ordinarily must warn
the client about the risk of sending or
receiving electronic communications using a
computer or other device, or e-mail account,
where there is a significant risk that a third
party may gain access. In the context of
representing an employee, this obligation
arises, at the very least, when the lawyer
knows or reasonably should know that the
client is likely to send or receive substantive
client-lawyer communications via e-mail or
other electronic means, using a business
device or system under circumstances where
there is a significant risk that the
communications will be read by the employer
or another third party.”

The ABA’s Committee on Ethics and
Professional Responsibility revisits and
updates confidentiality obligations for email as
set forth in Formal Opinion 99-413 based on
the evolution in the role and risks of the use of
technology in practice. The Formal Opinion
also describes, in detail, its 2012 Ethics 20/20
Model Rule amendments.

•
•

Determine
how
electronic
communications about client matters
should be protected;
Label client confidential information; and
Train lawyers and nonlawyer assistants in
technology and information security.

Understand the nature of the threat;
Understand how client confidential
information is transmitted and where it is
stored;
Understand and use reasonable electronic
security measures;

“E-mail communications, including those
sent unencrypted over the Internet, pose no
greater risk of interception or disclosure than
other modes of communication commonly
7
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relied upon as having a reasonable expectation
of privacy.”

•

V. PRACTICAL TIPS FOR COMPLIANCE
Use of technology is expected of all attorneys in
order to give clients competent and cost-effective legal
services. Part of that expectation is the duty to take
affirmative measures to ensure that he is complying with
ethical obligations in representation. Reasonable
measures may include:

•
•

A. Comply with Duties of Competence
•

•
•
•
•
•

B.

“[R]ecognize [your] own competence
limitations regarding computer security
measures and take the necessary time and
energy to become competent or alternatively
consult available experts in the field.” Ariz.
Ethics Op. 09-04 (2009).
Understand the nature of any threat. ABA
Formal Op. No. 14-006.
Understand
how
client
confidential
information is transmitted and where it is
stored. ABA Formal Op. No. 14-006.
Understand and use reasonable electronic
security measures. ABA Formal Op. No. 14006.
Periodically review the policies in processes in
place—at your own office and with the service
provider.
Consider purchasing cyber insurance which
may cover the costs of dealing with a breach.

•

•

Use encryption on your laptop, backups,
online backups, external drives, emails,
documents, and other data or hardware.
Encrypt files before uploading them to the
cloud and transmit the password to the
recipient via phone or email.
Take care when using free wireless –do not
enter confidential information unless the URL
begins with https. Cal. Ethics Formal Op.
2010-179 (2010) (“With regard to the use of a
public wireless connection, the Committee
believes that, due to the lack of security
features provided in most public wireless
access locations, Attorney risks violating his
duties of confidentiality and competence in
using the wireless connection at the coffee
shop to work on Client’s matter unless he takes
appropriate precautions, such as using a
combination of file encryption, encryption of
wireless transmissions and a personal
firewall.”).
Utilize spam filters, virus software, and
malware software. See Fla. Ethics Op. 12-3
(2013) (listing steps for appropriate due
diligence, including, “Employing available
technology to guard against reasonably
foreseeable attempts to infiltrate the data that
is stored”); Pa. Ethics Op. 2011-200 (2011).
Include a statement to clients regarding the
use of work email address, transmitting
confidential or privileged information over
email, and informed consent to the use of a
third party cloud vendor.

Comply with Duties of Confidentiality
C. Ask Questions of Any Third-Party Provider
•
•

•
•
•

Determine how electronic communications
about client matters should be protected. ABA
Formal Op. No. 14-006.
Create a “strong” password and change it
regularly. Passwords such as your birthday,
address, or “password,” are not strong. Use a
different password on your phone, tablet, PC,
and any other device on which you conduct
client business. Tips for creating good
passwords are readily available online. See,
e.g., PC Magazine: Password Protection: How
to Create Strong Passwords, available at
http://www.pcmag.com/article2/0,2817,23684
84,00.asp (last visited May 26, 2017).
Password protect documents.
Label client confidential information. ABA
Formal Op. No. 14-006.
Train lawyers and nonlawyer assistants in
technology and information security. ABA
Formal Op. No. 14-006.

•
•
•
•
•
•
•
•
•
•
8

What are the security measures taken to protect
confidential information?
Can the vendor ensure reliability of access to
the information?
Does the vendor have specialized knowledge
of the legal industry or applications for
lawyers?
How long has the provider been around
serving lawyers?
Where will the data be stored?
When and how are backups conducted?
What are the recovery methods employed by
the provider?
Who else has access to the information and
what type of access?
What is the process if the provider receives a
subpoena or other legal compulsion to produce
the information?
Where’s the fine print and what does it say?
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•

•

•
•
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Does the vendor have references?
“Reputation” is one factor to be considered by
the lawyer in selecting a third-party service
provider. See Ohio Inf. Advisory Op. 2013-03
(2013). The Pennsylvania Bar Association’s
Committee on Legal Ethics and Professional
Responsibility has developed a comprehensive
list of provider questions. Pa. Ethics Op. 2011200 (2011).
Require that any vendor be bound to return or
destroy client information immediately at the
lawyer’s request. E.g., Me. Ethics Op. 207
(2013) (citing N.C. Formal Ethics Op. #6
(2012).
Any vendor selected should be contractually
bound to keep the data confidential. See Ohio
Inf. Advisory Op. 2013-03 (2013).
Only allow access to information on an “as
needed” basis—a lawyer’s assistant may not
need access to all programs or client data. See
Me. Ethics Op. 207 (2013) (requiring Maine
counsel to adopt safeguards, including
“limiting information that is provided to
others to what is required, needed, or
requested”); Pa. Ethics Op. 2011-200 (2011).

9
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THE PROFESSIONAL ETHICS COMMITTEE
FOR THE STATE BAR OF TEXAS
Opinion No. 665
December 2016

QUESTIONS PRESENTED
1. What are a Texas lawyer’s obligations under the Texas Disciplinary Rules of Professional
Conduct to prevent the inadvertent transmission of metadata containing a client’s
confidential information?
2. What are a Texas lawyer’s obligations under the Texas Disciplinary Rules of Professional
Conduct when the lawyer receives from another lawyer a document that contains metadata
that the receiving lawyer believes contains and inadvertently discloses confidential
information of the other lawyer’s client? For example, is the receiving lawyer permitted to
search for, extract, and use the confidential information, and is the receiving lawyer
required to notify the other lawyer of the receipt of the confidential information?

STATEMENT OF FACTS
Lawyer A represents a client in the settlement of a civil lawsuit. Lawyer A sends a draft
settlement agreement to opposing counsel, Lawyer B, as an attachment to an email. The attachment
includes embedded data, commonly called metadata. This metadata is digital data that is not
immediately visible when the document is opened by the recipient of the email but can be read
either through the use of certain commands available in word-processing software or through the
use of specialized software. In this case, the metadata includes information revealing confidential
information of the client of Lawyer A related to ongoing settlement negotiations. Lawyer B has no
reason to believe that Lawyer A intended to include this metadata in the attachment.

DISCUSSION
In this opinion, “confidential information” refers to both privileged information and
unprivileged client information, as defined in Rule 1.05(a) of the Texas Disciplinary Rules of
Professional Conduct.
The exchange of electronic documents is an essential part of modern law practice. When
an electronic document is created or edited, some computer programs will automatically embed
information in the document. Embedded information that describes the history, tracking, or
management of an electronic document is commonly known as “metadata.” A common example
of metadata is embedded information that describes the identity of the owner of the computer that
created the document and the date and time of creation. Similarly, some computer programs use
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embedded metadata to track the changes made to a document as well as the comments of the
various reviewers of the document.
Frequently the exchange of metadata between lawyers is either mutually beneficial or
otherwise harmless, such as when a lawyer intentionally transmits a document containing tracked
changes in order to facilitate the negotiating process. However, the inadvertent disclosure of
metadata containing a client’s confidential information could be harmful to the client. The risk of
such inadvertent disclosure is heightened by the fact that metadata is generally not visible from
the face of an electronic document unless the user takes some additional action.
The first question raised is whether the Texas Disciplinary Rules of Professional Conduct
require lawyers to take steps to prevent the inadvertent transmission of metadata containing
confidential information. The answer is governed by Rules 1.01 and 1.05.
With certain exceptions not relevant here, Rule 1.01 generally prohibits a lawyer from
accepting or continuing “employment in a legal matter which the lawyer knows or should know is
beyond the lawyer’s competence.” “Competence,” as defined by the Terminology Section of the
Texas Disciplinary Rules, “denotes possession or the ability to timely acquire the legal knowledge,
skill, and training reasonably necessary for the representation of the client.”
Rule 1.05 generally prohibits lawyers from knowingly revealing confidential information
to a lawyer representing the opposing party, subject to limited exceptions set out in the Rule. Rule
1.05 reflects a lawyer’s duty “to maintain confidentiality of information acquired by the lawyer
during the course of or by reason of the representation of the client.” Comment 2 to Rule 1.05.
“Knowingly,” as used in Rule 1.05, “denotes actual knowledge of the fact in question. A person’s
knowledge may be inferred from circumstances.” Terminology Section of the Texas Disciplinary
Rules.
In the opinion of the Committee, a lawyer’s duty of competence requires that lawyers who
use electronic documents understand that metadata is created in the generation of electronic
documents, that transmission of electronic documents will include transmission of metadata, that
the transmitted metadata may include confidential information, that recipients of the documents
can access metadata, and that actions can be taken to prevent or minimize the transmission of
metadata. Lawyers therefore have a duty to take reasonable measures to avoid the transmission of
confidential information embedded in electronic documents, including the employment of
reasonably available technical means to remove such metadata before sending such documents to
persons to whom such confidential information is not to be revealed pursuant to the provisions of
Rule 1.05. Commonly employed methods for avoiding the disclosure of confidential information
in metadata include the use of software to remove or “scrub” metadata from the document before
transmission, the conversion of the document into another format that does not preserve the
original metadata, and transmission of the document by fax or hard copy.
Whether a lawyer has taken reasonable measures to avoid the disclosure of confidential
information in metadata will depend on the factual circumstances. Relevant factors in determining
reasonableness include the steps taken by the lawyer to prevent the disclosure of the confidential
information in metadata, the sensitivity of the metadata revealed, the identity of the intended
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recipient, and other considerations appropriate to the facts. Not every inadvertent disclosure of
confidential information in metadata will violate Rule 1.05.
The second question is whether the Texas Disciplinary Rules impose particular duties on a
lawyer who receives an electronic document containing metadata that appears to include
confidential information of another party. There is no specific provision in the Texas Disciplinary
Rules requiring a lawyer to take or refrain from taking any particular action in such a situation.
See Professional Ethics Committee Opinion 664 (October 2016) (“The Texas Disciplinary Rules
of Professional Conduct do not prescribe a specific course of conduct a lawyer must follow upon
the unauthorized or inadvertent receipt of another party’s confidential information outside the
normal course of discovery.”).
In the absence of specific provisions of the Texas Disciplinary Rules governing this
situation, the Committee can offer only limited guidance for lawyers dealing with the receipt of
documents containing metadata. In most circumstances, the provisions of the Texas Disciplinary
Rules that must be considered by lawyers with respect to the receipt of documents containing
metadata are Rule 8.04(a)(3), which requires that a lawyer shall not “engage in conduct involving
dishonesty, fraud, deceit or misrepresentation,” and Rule 3.03(a)(1), which requires that a lawyer
shall not knowingly “make a false statement of material fact or law to a tribunal.” Thus, although
the Texas Disciplinary Rules do not prohibit a lawyer from searching for, extracting, or using
metadata and do not require a lawyer to notify any person concerning metadata obtained from a
document received, a lawyer who has reviewed metadata must not, through action or inaction,
convey to any person or adjudicative body information that is misleading or false because the
information conveyed does not take into account what the lawyer has learned from such metadata.
For example, a Texas lawyer, in responding to a question, is not permitted to give an answer that
would be truthful in the absence of metadata reviewed by the lawyer but that would be false or
misleading when the lawyer’s knowledge gained from the metadata is also considered.
The Committee notes that professional ethics standards in some other jurisdictions include
specific requirements applicable to this situation. These specific requirements vary from state to
state and may include a requirement to notify the sender of a document believed to contain
inadvertently sent metadata and a requirement not to search for or read such metadata. For
example, a number of jurisdictions have adopted part or all of the approach used in the current
version of Rule 4.4(b) of the American Bar Association Model Rules of Professional Conduct,
which provides:
“A lawyer who receives a document or electronically stored information
relating to the representation of the lawyer’s client and knows or reasonably should
know that the document or electronically stored information was inadvertently sent
shall promptly notify the sender.”
To the extent a Texas lawyer becomes subject to the disciplinary rules of other jurisdictions, the
lawyer may be subject to additional requirements concerning the treatment of metadata that would
not be applicable if only the Texas Disciplinary Rules of Professional Conduct were considered.
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The Committee also cautions that a lawyer’s conduct upon receipt of an opponent’s
confidential information may have material consequences for the client, including the possibility
of procedural disqualification. See In re Meador, 968 S.W.2d 346, 351-52 (Tex. 1998) (in a case
not involving metadata, discussing factors to be considered in deciding whether to disqualify
counsel who received the opposing party’s privileged information outside of discovery, including
the promptness with which the lawyer notified the opposing counsel of the circumstances). If in a
given situation a client will be exposed to material risk by a lawyer’s intended treatment of an
opponent’s inadvertently transmitted confidential information contained in metadata, the lawyer
should discuss with the client the risks and benefits of the proposed course of action as well as
other possible alternatives so that the client can make an informed decision. See Rule 1.03(b) (“A
lawyer shall explain a matter to the extent reasonably necessary to permit the client to make
informed decisions regarding the representation.”).
This opinion applies only to the voluntary transmission of electronic documents outside
the normal course of discovery. The production of electronic documents in discovery is governed
by court rules and other law, which may prohibit the removal or alteration of metadata. Court rules
may also govern the obligations of a lawyer who receives inadvertently transmitted privileged
information in the course of discovery. See, e.g., Tex. R. Civ. P. 193.3(d).

CONCLUSION
The Texas Disciplinary Rules of Professional Conduct require lawyers to take reasonable
measures to avoid the transmission of confidential information embedded in electronic documents,
including the employment of reasonably available technical means to remove such metadata before
sending such documents to persons other than the lawyer’s client. Whether a lawyer has taken
reasonable measures to avoid the disclosure of confidential information in metadata will depend
on the factual circumstances.
While the Texas Disciplinary Rules of Professional Conduct do not prescribe a specific
course of conduct for a lawyer who receives from another lawyer an electronic document
containing confidential information in metadata that the receiving lawyer believes was not
intended to be transmitted to the lawyer, court rules or other applicable rules of conduct may
contain requirements that apply in particular situations. Regardless, a Texas lawyer is required by
the Texas Disciplinary Rules to avoid misleading or fraudulent use of information the lawyer may
obtain from the metadata. In the absence of specific governing provisions, a lawyer who is
considering the proper course of action regarding confidential information in metadata contained
in a document transmitted by opposing counsel should determine whether the possible course of
action poses material risks to the lawyer’s client. If so, the lawyer should explain the risks and
potential benefits to the extent reasonably necessary to permit the client to make informed
decisions regarding the matter.
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THE PROFESSIONAL ETHICS COMMITTEE
FOR THE STATE BAR OF TEXAS
Opinion No. 648
April 2015
QUESTION PRESENTED
Under the Texas Disciplinary Rules of Professional Conduct, may a lawyer
communicate confidential information by email?

STATEMENT OF FACTS
Lawyers in a Texas law firm represent clients in family law, employment
law, personal injury, and criminal law matters. When they started practicing law,
the lawyers typically delivered written communication by facsimile or the U.S.
Postal Service. Now, most of their written communication is delivered by webbased email, such as unencrypted Gmail.
Having read reports about email accounts being hacked and the National
Security Agency obtaining email communications without a search warrant, the
lawyers are concerned about whether it is proper for them to continue using email
to communicate confidential information.

DISCUSSION
The Texas Disciplinary Rules of Professional Conduct do not specifically
address the use of email in the practice of law, but they do provide for the
protection of confidential information, defined broadly by Rule 1.05(a) to include
both privileged and unprivileged client information, which might be transmitted
by email.
Rule 1.05(b) provides that, except as permitted by paragraphs (c) and (d) of
the Rule:
“a lawyer shall not knowingly:
(1) Reveal confidential information of a client or former client to:
(i) a person that the client has instructed is not to receive the
information; or
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(ii) anyone else, other than the client, the client’s representatives,
or the members, associates, or employees of the lawyer’s law
firm.”
A lawyer violates Rule 1.05 if the lawyer knowingly reveals confidential
information to any person other than those persons who are permitted or required
to receive the information under paragraphs (b), (c), (d), (e), or (f) of the Rule.
The Terminology section of the Rules states that “ʻ[k]nowinglyʼ . . .
denotes actual knowledge of the fact in question” and that a “person’s knowledge
may be inferred from circumstances.” A determination of whether a lawyer
violates the Disciplinary Rules, as opposed to fiduciary obligations, the law, or
best practices, by sending an email containing confidential information, requires a
case-by-case evaluation of whether that lawyer knowingly revealed confidential
information to a person who was not permitted to receive that information under
Rule 1.05.
The concern about sending confidential information by email is the risk
that an unauthorized person will gain access to the confidential information. While
this Committee has not addressed the propriety of communicating confidential
information by email, many other ethics committees have, concluding that, in
general, and except in special circumstances, the use of email, including
unencrypted email, is a proper method of communicating confidential information.
See, e.g., ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 99-413
(1999); ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 11-459
(2011); State Bar of Cal. Standing Comm. on Prof’l Responsibility and Conduct,
Formal Op. 2010-179 (2010); Prof’l Ethics Comm. of the Maine Bd. of Overseers
of the Bar, Op. No. 195 (2008); N.Y. State Bar Ass’n Comm. on Prof’l Ethics, Op.
820 (2008); Alaska Bar Ass’n Ethics Comm., Op. 98-2 (1998); D.C. Bar Legal
Ethics Comm., Op. 281 (1998); Ill. State Bar Ass’n Advisory Opinion on Prof’l
Conduct, Op. 96-10 (1997); State Bar Ass’n of N.D. Ethics Comm., Op. No. 97-09
(1997); S.C. Bar Ethics Advisory Comm., Ethics Advisory Op. 97-08 (1997); Vt.
Bar Ass’n, Advisory Ethics Op. No 97-05 (1997).
Those ethics opinions often make two points in support of the conclusion
that email communication is proper. First, the risk an unauthorized person will
gain access to confidential information is inherent in the delivery of any written
communication including delivery by the U.S. Postal Service, a private mail
service, a courier, or facsimile. Second, persons who use email have a reasonable
expectation of privacy based, in part, upon statutes that make it a crime to
intercept emails. See, e.g., Alaska Bar Ass’n Ethics Comm. Op. 98-2 (1998); D.C.
Bar Legal Ethics Comm., Op. 281 (1998). The statute cited in those opinions is the
Electronic Communication Privacy Act (ECPA), which makes it a crime to
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intercept electronic communication, to use the contents of the intercepted email, or
to disclose the contents of intercepted email. 18 U.S.C. § 2510 et seq.
Importantly, the statute provides that “[n]o otherwise privileged . . . electronic
communication intercepted in accordance with, or in violation of, the provisions of
this chapter shall lose its privileged character.” 18 U.S.C. § 2517(4).
The ethics opinions from other jurisdictions are instructive, as is Texas
Professional Ethics Committee Opinion 572 (June 2006). The issue in Opinion
572 was whether a lawyer may, without the client’s express consent, deliver the
client’s privileged information to a copy service hired by the lawyer to perform
services in connection with the client’s representation. Opinion 572 concluded
that a lawyer may disclose privileged information to an independent contractor if
the lawyer reasonably expects that the independent contractor will not disclose or
use such items or their contents except as directed by the lawyer and will
otherwise respect the confidential character of the information.
In general, considering the present state of technology and email usage, a
lawyer may communicate confidential information by email. In some
circumstances, however, a lawyer should consider whether the confidentiality of
the information will be protected if communicated by email and whether it is
prudent to use encrypted email or another form of communication. Examples of
such circumstances are:
1. communicating highly sensitive or confidential information
via email or unencrypted email connections;
2. sending an email to or from an account that the email sender
or recipient shares with others;
3. sending an email to a client when it is possible that a third
person (such as a spouse in a divorce case) knows the password to
the email account, or to an individual client at that client’s work
email account, especially if the email relates to a client’s
employment dispute with his employer (see ABA Comm. on Ethics
and Prof’l Responsibility, Formal Op. 11-459 (2011));
4. sending an email from a public computer or a borrowed
computer or where the lawyer knows that the emails the lawyer
sends are being read on a public or borrowed computer or on an
unsecure network;
5. sending an email if the lawyer knows that the email recipient
is accessing the email on devices that are potentially accessible to
third persons or are not protected by a password; or
6. sending an email if the lawyer is concerned that the NSA or
other law enforcement agency may read the lawyer’s email
communication, with or without a warrant.

20

________________________________________________________________________________________________________
Cyber Security for Attorneys
Chapter 11

In the event circumstances such as those identified above are present, to
prevent the unauthorized or inadvertent disclosure of confidential information, it
may be appropriate for a lawyer to advise and caution a client as to the dangers
inherent in sending or accessing emails from computers accessible to persons
other than the client. A lawyer should also consider whether circumstances are
present that would make it advisable to obtain the client’s informed consent to the
use of email communication, including the use of unencrypted email. See Texas
Rule 1.03(b) and ABA Comm. on Ethics and Prof’l Responsibility, Formal Op.
11-459 (2011). Additionally, a lawyer’s evaluation of the lawyer’s email
technology and practices should be ongoing as there may be changes in the risk of
interception of email communication over time that would indicate that certain or
perhaps all communications should be sent by other means.
Under Rule 1.05, the issue in each case is whether a lawyer who sent an
email containing confidential information knowingly revealed confidential
information to a person who was not authorized to receive the information. The
answer to that question depends on the facts of each case. Since a “knowing”
disclosure can be based on actual knowledge or can be inferred, each lawyer must
decide whether he or she has a reasonable expectation that the confidential
character of the information will be maintained if the lawyer transmits the
information by email.
This opinion discusses a lawyer’s obligations under the Texas Disciplinary
Rules of Professional Conduct, but it does not address other issues such as a
lawyer’s fiduciary obligations or best practices with respect to email
communications. Furthermore, it does not address a lawyer’s obligations under
various statutes, such as the Health Insurance Portability and Accountability Act
(HIPAA), which may impose other duties.

CONCLUSION
Under the Texas Disciplinary Rules of Professional Conduct, and
considering the present state of technology and email usage, a lawyer may
generally communicate confidential information by email. Some circumstances,
may, however, cause a lawyer to have a duty to advise a client regarding risks
incident to the sending or receiving of emails arising from those circumstances and
to consider whether it is prudent to use encrypted email or another form of
communication.
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The Supreme Court of Texas
Professional Ethics Committee
Opinion Number 572
June 2006

QUESTION PRESENTED
Under the Texas Disciplinary Rules of Professional Conduct, may a lawyer, without the express
consent of a client, deliver material containing privileged information of the client to an
independent contractor, such as a copy service, hired by the lawyer to perform services in
connection with the lawyer's representation of the client?
STATEMENT OF FACTS
In connection with a lawyer's representation of a client, the lawyer hires an independently owned
and operated copy service to copy documents, some of which contain information of the client
protected by the lawyer-client privilege.
DISCUSSION
Rule 1.05 of the Texas Disciplinary Rules of Professional Conduct governs the disclosure of
confidential information of a client. The following portions of Rule 1.05 apply to the situation
here considered:
"(a) 'Confidential information' includes both 'privileged information' and 'unprivileged client
information.' 'Privileged information' refers to the information of a client protected by the lawyerclient privilege of Rule 5.03 of the Texas Rules of Evidence or of Rule 5.03 of the Texas Rules of
Criminal Evidence or by the principles of attorney-client privilege governed by Rule 5.01 of the
Federal Rules of Evidence for United States Courts and Magistrates. 'Unprivileged client
information' means all information relating to a client or furnished by the client, other than
privileged information, acquired by the lawyer during the course of or by reason of the
representation of the client.
(b) Except as permitted by paragraphs (c) and (d), or as required by paragraphs (e), and (f), a
lawyer shall not knowingly:
(1) Reveal confidential information of a client or a former client to:
(i) a person that the client has instructed is not to receive the information; or
(ii) anyone else, other than the client, the client's representatives, or the members, associates, or
employees of the lawyer's law firm.
(c) A lawyer may reveal confidential information:
(1) When the lawyer has been expressly authorized to do so in order to carry out the
representation.
...."
Rule 1.05(d) also allows a lawyer to disclose unprivileged information when impliedly authorized
by the client or when the lawyer has reason to believe that disclosure of such information is
necessary to carry out the representation effectively.
The Committee is of the opinion that a lawyer's delivery of materials containing privileged
information to an independent contractor providing a service, such as copying, to facilitate the
lawyer's representation of a client (and not for the purpose of disclosing
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information to others) does not constitute "revealing" such privileged information within the
meaning of Rule 1.05, provided that the lawyer reasonably expects that the independent
contractor will not disclose or use such items or their contents except as directed by the lawyer
and will otherwise respect the confidential character of the information. In these circumstances,
the independent contractor owes a duty of confidentiality both to the lawyer and to the lawyer's
client. See generally Restatement (Second) of Agency sections 5, 395, 428 (American Law
Institute 1958).
The Committee's view is based in part on the general law of privilege, which recognizes that
more than physical delivery of items containing privileged information is required before such
information is deemed to have been "revealed" or "disclosed" and the privilege is deemed to have
been waived. See Compulit v. Bantec, Inc., 177 F.R.D. 410 (W.D. Mich. 1997) (lawyer-client
privilege is not lost if a law firm hires an independent contractor to provide a necessary service
that the law firm believes it needs in order to effectively represent its clients).
The Committee's view is also consistent with Comment f to Section 60 of the Restatement (Third)
of the Law Governing Lawyers (American Law Institute 2000), which provides that a lawyer has
authority to disclose confidential client information to "independent contractors who assist in the
representation, such as investigators, lawyers in other firms, prospective expert witnesses, and
public courier companies and photocopy shops, to the extent reasonably appropriate in the client's
behalf ...."
The Committee therefore concludes that, unless the client has instructed otherwise, a lawyer may
deliver materials containing information subject to the lawyer-client privilege to an independent
contractor hired by the lawyer to provide a service to the lawyer in furtherance of the lawyer's
representation of the client without the express consent of the client if the lawyer reasonably
expects that the independent contractor will not disclose or use materials or their contents except
as directed by the lawyer. Although the lawyer's expectations as to the independent contractor's
confidential treatment of the materials could be based on the reputation of, or the lawyer's prior
experiences in dealing with, the independent contractor, a good basis for such expectations would
normally be a written agreement between the lawyer and the independent contractor as to the
confidential treatment required for materials provided by the lawyer to the independent
contractor.
CONCLUSION
Under the Texas Disciplinary Rules of Professional Conduct, unless the client has instructed
otherwise, a lawyer may deliver materials containing privileged information to an independent
contractor, such as a copy service, hired by the lawyer in the furtherance of the lawyer's
representation of the client if the lawyer reasonably expects that the confidential character of the
information will be respected by the independent contractor.

25

APPENDIX 4

________________________________________________________________________________________________________
Cyber Security for Attorneys
Chapter 11

1

Securing Communication of Protected Client Information

2
3
4
5
6
7
8

A lawyer generally may transmit information relating to the representation of a client over the
internet without violating the Model Rules of Professional Conduct where the lawyer has
undertaken reasonable efforts to prevent inadvertent or unauthorized access to information
relating to the representation. However, a lawyer may be required to take special security
precautions to protect against the inadvertent or unauthorized disclosure of client information
when required by an agreement with the client or by law, or when the nature of the information
requires a higher degree of security.

9
10

I.

Introduction

11
12
13
14

In Formal Opinion 99-413 this Committee addressed a lawyer’s confidentiality obligations for email communications with clients. While the basic obligations of confidentiality remain applicable
today, the role and risks of technology in the practice of law have evolved since 1999 prompting
the need to update Opinion 99-413.

15
16
17
18
19

Formal Opinion 99-413 concluded: “Lawyers have a reasonable expectation of privacy in
communications made by all forms of e-mail, including unencrypted e-mail sent on the Internet,
despite some risk of interception and disclosure. It therefore follows that its use is consistent with
the duty under Rule 1.6 to use reasonable means to maintain the confidentiality of information
relating to a client’s representation.” 1

20
21
22
23

Unlike 1999 where multiple methods of communication were prevalent, today, many lawyers
primarily use electronic means to communicate and exchange documents with clients, other
lawyers, and even with other persons who are assisting a lawyer in delivering legal services to
clients. 2

24
25
26
27
28

Since 1999, those providing legal services now regularly use a variety of devices to create, transmit
and store confidential communications, including desktop, laptop and notebook computers, tablet
devices, smartphones, and cloud resource and storage locations. Each device and each storage
location offer an opportunity for the inadvertent or unauthorized disclosure of information relating
to the representation, and thus implicate a lawyer’s ethical duties. 3

1

ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 99-413, at 11 (1999).
ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 08-451 (2008); ABA COMMISSION ON ETHICS 20/20
REPORT TO THE HOUSE OF DELEGATES (2012),
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120508_ethics_20_20_final_resolution_
and_report_outsourcing_posting.authcheckdam.pdf.
3
See JILL D. RHODES & VINCENT I. POLLEY, THE ABA CYBERSECURITY HANDBOOK: A RESOURCE FOR ATTORNEYS,
LAW FIRMS, AND BUSINESS PROFESSIONALS 7 (2013) [hereinafter ABA CYBERSECURITY HANDBOOK].
2
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In 2012 the ABA adopted “technology amendments” to the Model Rules, including updating the
Comments to Rule 1.1 on lawyer technological competency and adding paragraph (c) and a new
Comment to Rule 1.6, addressing a lawyer’s obligation to take reasonable measures to prevent
inadvertent or unauthorized disclosure of information relating to the representation.

29
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33
34
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36
37
38
39
40
41

At the same time, the term “cybersecurity” has come into existence to encompass the broad range
of issues relating to preserving individual privacy from intrusion by nefarious actors throughout
the Internet. Cybersecurity recognizes a post-Opinion 99-413 world where law enforcement
discusses hacking and data loss in terms of “when,” and not “if.” 4 Law firms are targets for two
general reasons: (1) they obtain, store and use highly sensitive information about their clients while
at times utilizing safeguards to shield that information that may be inferior to those deployed by
the client, and (2) the information in their possession is more likely to be of interest to a hacker
and likely less voluminous than that held by the client. 5

42
43
44

The Model Rules do not impose greater or different duties of confidentiality based upon the
method by which a lawyer communicates with a client. But how a lawyer should comply with the
core duty of confidentiality in an ever-changing technological world requires some reflection.

45
46
47
48

Against this backdrop we describe the “technology amendments” made to the Model Rules in
2012, identify some of the technology risks lawyers’ face, and discuss factors other than the Model
Rules of Professional Conduct that lawyers should consider when using electronic means to
communicate regarding client matters.

49

II.

50
51
52
53
54
55

Since 1983, Model Rule 1.1 has read: “A lawyer shall provide competent representation to a client.
Competent representation requires the legal knowledge, skill, thoroughness and preparation
reasonably necessary for the representation.” 6 The scope of this requirement was clarified in 2012
when the ABA recognized the increasing impact of technology on the practice of law and the duty
of lawyers to develop an understanding of that technology. Thus, Comment [8] to Rule 1.1 was
modified to read:

Duty of Competence

4

“Cybersecurity” is defined as “measures taken to protect a computer or computer system (as on the Internet) against
MERRIAM
WEBSTER,
http://www.merriamunauthorized
access
or
attack.”
CYBERSECURITY,
webster.com/dictionary/cybersecurity (last visited Sept. 10, 2016). In 2012 the ABA created the Cybersecurity Legal
Task Force to help lawyers grapple with the legal challenges created by cyberspace. In 2013 the Task Force published
The ABA Cybersecurity Handbook: A Resource For Attorneys, Law Firms, and Business Professionals.
5
Bradford A. Bleier, Unit Chief to the Cyber National Security Section in the FBI’s Cyber Division, indicated that
“[l]aw firms have tremendous concentrations of really critical private information, and breaking into a firm’s computer
system is a really optimal way to obtain economic and personal security information.” Ed Finkel, Cyberspace Under
Siege, A.B.A. J., Nov. 1, 2010.
6
A LEGISLATIVE HISTORY: THE DEVELOPMENT OF THE ABA MODEL RULES OF PROFESSIONAL CONDUCT, 1982-2013,
at 37-44 (Art Garwin ed., 2013).
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56
57
58
59
60

To maintain the requisite knowledge and skill, a lawyer should keep abreast of
changes in the law and its practice, including the benefits and risks associated with
relevant technology, engage in continuing study and education and comply with all
continuing legal education requirements to which the lawyer is subject. (Emphasis
added.) 7

61

Regarding the change to Rule 1.1’s Comment, the ABA Commission on Ethics 20/20 explained:

62
63
64
65
66
67
68
69

Model Rule 1.1 requires a lawyer to provide competent representation, and
Comment [6] specifies that, to remain competent, lawyers need to “keep abreast of
changes in the law and its practice.” The Commission concluded that, in order to
keep abreast of changes in law practice in a digital age, lawyers necessarily need to
understand basic features of relevant technology and that this aspect of competence
should be expressed in the Comment. For example, a lawyer would have difficulty
providing competent legal services in today’s environment without knowing how
to use email or create an electronic document. 8

70

III.

71
72
73
74
75
76

In 2012, amendments to Rule 1.6 modified both the rule and the commentary about what efforts
are required to preserve the confidentiality of information relating to the representation. Model
Rule 1.6(a) requires that “A lawyer shall not reveal information relating to the representation of a
client” unless certain circumstances arise. 9 The 2012 modification added a new duty in paragraph
(c) that: “A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a client.” 10

77

Amended Comment [18] explains:

78
79
80
81

Duty of Confidentiality

Paragraph (c) requires a lawyer to act competently to safeguard information relating
to the representation of a client against unauthorized access by third parties and
against inadvertent or unauthorized disclosure by the lawyer or other persons who
are participating in the representation of the client or who are subject to the lawyer’s
7

Id. at 43.
ABA COMMISSION ON ETHICS 20/20 REPORT 105A (Aug. 2012),
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_revised_resolution_105a_as_a
mended.authcheckdam.pdf. The 20/20 Commission also noted that modification of Comment [6] did not change the
lawyer’s substantive duty of competence: “Comment [6] already encompasses an obligation to remain aware of
changes in technology that affect law practice, but the Commission concluded that making this explicit, by addition
of the phrase ‘including the benefits and risks associated with relevant technology,’ would offer greater clarity in this
area and emphasize the importance of technology to modern law practice. The proposed amendment, which appears
in a Comment, does not impose any new obligations on lawyers. Rather, the amendment is intended to serve as a
reminder to lawyers that they should remain aware of technology, including the benefits and risks associated with it,
as part of a lawyer’s general ethical duty to remain competent.”
9
MODEL RULES OF PROF’L CONDUCT R. 1.6(a) (2016).
10
Id. at (c).
8
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82
83
84
85

supervision. See Rules 1.1, 5.1 and 5.3. The unauthorized access to, or the
inadvertent or unauthorized disclosure of, information relating to the representation
of a client does not constitute a violation of paragraph (c) if the lawyer has made
reasonable efforts to prevent the access or disclosure.

86
87
88
89
90
91
92
93
94
95

At the intersection of a lawyer’s competence obligation to keep “abreast of knowledge of the
benefits and risks associated with relevant technology,” and confidentiality obligation to make
“reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access
to, information relating to the representation of a client,” lawyers must exercise reasonable efforts
when using technology in communicating about client matters. What constitutes reasonable efforts
is not susceptible to a hard and fast rule, but rather is contingent upon a set of factors. In turn,
those factors depend on the multitude of possible types of information being communicated
(ranging along a spectrum from highly sensitive information to insignificant), the methods of
electronic communications employed, and the types of available security measures for each
method. 11

96
97
98

Therefore, in an environment of increasing cyber threats, the Committee concludes that,
adopting the language in the ABA Cybersecurity Handbook, the reasonable efforts
standard

99
100
101
102
103
104

. . . rejects requirements for specific security measures (such as firewalls,
passwords, and the like) and instead adopts a fact-specific approach to business
security obligations that requires a “process” to assess risks, identify and implement
appropriate security measures responsive to those risks, verify that they are
effectively implemented, and ensure that they are continually updated in response
to new developments. 12

105
106
107

Recognizing the necessity of employing a fact-based analysis, Comment [18] to Model Rule 1.6(c)
includes nonexclusive factors to guide lawyers in making a “reasonable efforts” determination.
Those factors include:

108
109
110
111

(1)
(2)
(3)
(4)

The sensitivity of the information,
The likelihood of disclosure if additional safeguards are not employed,
The cost of employing additional safeguards,
The difficulty of implementing the safeguards, and

11

The 20/20 Commission’s report emphasized that lawyers are not the guarantors of data safety. It wrote:
“[t]o be clear, paragraph (c) does not mean that a lawyer engages in professional misconduct any time a client’s
confidences are subject to unauthorized access or disclosed inadvertently or without authority. A sentence in
Comment [16] makes this point explicitly. The reality is that disclosures can occur even if lawyers take all reasonable
precautions. The Commission, however, believes that it is important to state in the black letter of Model Rule 1.6 that
lawyers have a duty to take reasonable precautions, even if those precautions will not guarantee the protection of
confidential information under all circumstances.”
12
ABA CYBERSECURITY HANDBOOK, supra note 3, at 48-49.
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(5)

The extent to which the safeguards adversely affect the lawyer’s ability to represent
clients (e.g., by making a device or important piece of software excessively difficult
to use). 13

A fact-based analysis means that particularly strong protective measures, like encryption, are
warranted in some circumstances. Model Rule 1.4 may require a lawyer to discuss security
safeguards with clients. Under certain circumstances, the lawyer may need to obtain informed
consent from the client regarding whether to the use enhanced security measures, the costs
involved, and the impact of those costs on the expense of the representation where nonstandard
and not easily available or affordable security methods may be required or requested by the client.
Reasonable efforts, as it pertains to certain highly sensitive information, might require avoiding
the use of electronic methods or any technology to communicate with the client altogether, just as
it warranted avoiding the use of the telephone, fax and mail in Formal Opinion 99-413.
In contrast, for matters of normal or low sensitivity, standard security methods with low to
reasonable costs to implement, may be sufficient to meet the reasonable efforts standard to protect
client information from inadvertent and unauthorized disclosure.
In the technological landscape of Opinion 99-413, and due to the reasonable-expectations of
privacy available to email communications at the time, unencrypted email posed no greater risk of
interception or disclosure than other non-electronic forms of communication. This basic premise
remains true today for routine communication with clients, presuming the lawyer has implemented
basic and reasonably available methods of common electronic security measures. 14 Thus, the use
of unencrypted routine email generally remains an acceptable method of lawyer-client
communication.
However, cyber-threats and the proliferation of electronic communications devices have changed
the landscape and it is not always reasonable to rely on the use of unencrypted email. For example,
electronic communication through certain mobile applications or on message boards or via
unsecured networks may lack the basic expectation of privacy afforded to email communications.
Therefore, lawyers must, on a case-by-case basis, constantly analyze how they communicate
electronically about client matters, applying the Comment [18] factors to determine what effort is
reasonable.

13
MODEL RULES OF PROF’L CONDUCT R. 1.6 cmt. [18] (2013). “The [Ethics 20/20] Commission examined the
possibility of offering more detailed guidance about the measures that lawyers should employ. The Commission
concluded, however, that technology is changing too rapidly to offer such guidance and that the particular measures
lawyers should use will necessarily change as technology evolves and as new risks emerge and new security
procedures become available.” ABA COMMISSION REPORT 105A, supra note 8, at 5.
14
See item 3 below.
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While it is beyond the scope of an ethics opinion to specify the reasonable steps that lawyers should
take under any given set of facts, we offer the following considerations as guidance:
1.

Understand the Nature of the Threat.
Understanding the nature of the threat includes consideration of the sensitivity of a client’s
information and whether the client’s matter is a higher risk for cyber intrusion. Client
matters involving proprietary information in highly sensitive industries such as industrial
designs, mergers and acquisitions or trade secrets, and industries like healthcare, banking,
defense or education, may present a higher risk of data theft. 15 “Reasonable efforts” in
higher risk scenarios generally means that greater effort is warranted.

2.

Understand How Client Confidential Information is Transmitted and Where It Is Stored.
A lawyer should understand how their firm’s electronic communications are created, where
client data resides, and what avenues exist to access that information. Understanding these
processes will assist a lawyer in managing the risk of inadvertent or unauthorized
disclosure of client-related information. Every access point is a potential entry point for a
data loss or disclosure. The lawyer’s task is complicated in a world where multiple devices
may be used to communicate with or about a client and then store those communications.
Each access point, and each device, should be evaluated for security compliance.

3.

Understand and Use Reasonable Electronic Security Measures.
Model Rule 1.6(c) requires a lawyer to make reasonable efforts to prevent the inadvertent
or unauthorized disclosure of, or unauthorized access to, information relating to the
representation of a client. As comment [18] makes clear, what is deemed to be
“reasonable” may vary, depending on the facts and circumstances of each case. Electronic
disclosure of, or access to, client communications can occur in different forms ranging
from a direct intrusion into a law firm’s systems to theft or interception of information
during the transmission process. Making reasonable efforts to protect against unauthorized
disclosure in client communications thus includes analysis of security measures applied to
both disclosure and access to a law firm’s technology system and transmissions.
A lawyer should understand and use electronic security measures to safeguard client
communications and information.
A lawyer has a variety of options to safeguard
communications including, for example, using secure internet access methods to
communicate, access and store client information (such as through secure Wi-Fi, the use

15

See, e.g., Noah Garner, The Most Prominent Cyber Threats Faced by High-Target Industries, TREND-MICRO (Jan.
25, 2016), http://blog.trendmicro.com/the-most-prominent-cyber-threats-faced-by-high-target-industries/.
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of a Virtual Private Network, or another secure internet portal), using unique complex
passwords, changed periodically, implementing firewalls and anti-Malware/AntiSpyware/Antivirus software on all devices upon which client confidential information is
transmitted or stored, and applying all necessary security patches and updates to
operational and communications software. Each of these measures is routinely accessible
and reasonably affordable or free. Lawyers may consider refusing access to firm systems
to devices failing to comply with these basic methods. It also may be reasonable to use
commonly available methods to remotely disable lost or stolen devices, and to destroy the
data contained on those devices, especially if encryption is not also being used.
Other available tools include encryption of data that is physically stored on a device and
multi-factor authentication to access firm systems.
In the electronic world, “delete” usually does not mean information is permanently deleted,
and “deleted” data may be subject to recovery. Therefore, a lawyer should consider
whether certain data should ever be stored in an unencrypted environment, or electronically
transmitted at all.
4.

Determine How Electronic Communications About Clients Matters Should Be Protected.
Different communications require different levels of protection. At the beginning of the
client/lawyer relationship, the lawyer and client should discuss what levels of security will
be necessary for each electronic communication about client matters. Communications to
third parties containing protected client information requires analysis to determine what
degree of protection is appropriate. In situations where the communication (and any
attachments) are sensitive or warrant extra security, additional electronic protection may
be required. For example, if client information is of sufficient sensitivity, a lawyer should
encrypt the transmission and determine how to do so to sufficiently protect it, 16 and
consider the use of password protection for any attachments. Alternatively, lawyers can
consider the use of a well vetted and secure third-party cloud based file storage system to
exchange documents normally attached to emails.
Thus, routine communications sent electronically are those communications that do not
contain information warranting additional security measures beyond basic methods.
However, in some circumstances, a client’s lack of technological sophistication or the
limitations of technology available to the client may require alternative non-electronic
forms of communication altogether.

16

See Cal. Formal Op. 2010-179 (2010); ABA CYBERSECURITY HANDBOOK, supra note 3, at 121. Indeed, certain
laws and regulations require encryption in certain situations. Id. at 58-59
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A lawyer also should be cautious in communicating with a client if the client uses
computers or other devices subject to the access or control of a third party. 17 If so, the
attorney-client privilege and confidentiality of communications and attached documents
may be waived, and the lawyer must determine whether it is prudent to warn a client of the
dangers associated with such a method of communication. 18
5.

Label Client Confidential Information.
Lawyers should follow the better practice of marking privileged and confidential client
communications as “privileged and confidential” in order to alert anyone to whom the
communication was inadvertently disclosed that the communication is intended to be
privileged and confidential. This can also consist of something as simple as appending a
message or “disclaimer” to client emails, where such a disclaimer is accurate and
appropriate for the communication. 19
Model Rule 4.4(b) obligates a lawyer who “knows or reasonably should know” that he has
received an inadvertently sent “document or electronically stored information relating to
the representation of the lawyer’s client” to promptly notify the sending lawyer. A clear
and conspicuous appropriately used disclaimer may affect whether a recipient lawyer’s
duty under Model Rule 4.4(b) for inadvertently transmitted communications is satisfied.

17

See, e.g., ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 11-459 (2011) (discussing the duty to protect
the confidentiality of e-mail communications with one’s client); Scott v. Beth Israel Med. Center, Inc., Civ. A. No.
3:04-CV-139-RJC-DCK, 847 N.Y.S.2d 436 (Sup. Ct. 2007); Mason v. ILS Tech., LLC, 2008 WL 731557, 2008 BL
298576 (W.D.N.C. 2008); Holmes v. Petrovich Dev Co., LLC, 191 Cal. App. 4th 1047 (2011) (employee
communications with lawyer over company owned computer not privileged); Bingham v. BayCare Health Sys., 2016
WL 3917513, 2016 BL 233476 (M.D. Fla. July 20, 2016) (collecting cases on privilege waiver for privileged emails
sent or received through an employer’s email server).
18
Some state bar ethics opinions have explored the circumstances under which e-mail communications should be
afforded special security protections, See, e.g., Tex. Prof’l Ethics Comm. Op. 648 (2015) that identified six situations
in which a lawyer should consider whether to encrypt or use some other type of security precaution:
1.
communicating highly sensitive or confidential information via email or unencrypted email connections;
2.
sending an email to or from an account that the email sender or recipient shares with others;
3.
sending an email to a client when it is possible that a third person (such as a spouse in a divorce case) knows
the password to the email account, or to an individual client at that client’s work email account, especially if the email
relates to a client’s employment dispute with his employer…;
4.
sending an email from a public computer or a borrowed computer or where the lawyer knows that the emails
the lawyer sends are being read on a public or borrowed computer or on an unsecure network;
5.
sending an email if the lawyer knows that the email recipient is accessing the email on devices that are
potentially accessible to third persons or are not protected by a password; or
6.
sending an email if the lawyer is concerned that the NSA or other law enforcement agency may read the
lawyer’s email communication, with or without a warrant.
19
See Veteran Med. Prods. v. Bionix Dev. Corp., Case No. 1:05-cv-655, 2008 WL 696546 at *8, 2008 BL 51876 at
*8 (W.D. Mich. Mar. 13, 2008) (email disclaimer that read “this email and any files transmitted with are confidential
and are intended solely for the use of the individual or entity to whom they are addressed” with nondisclosure
constitutes a reasonable effort to maintain the secrecy of its business plan).
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6.

Train Lawyers and Nonlawyer Assistants in Technology and Information Security.
Model Rule 5.1 provides that a partner in a law firm, and a lawyer who individually or
together with other lawyers possesses comparable managerial authority in a law firm, shall
make reasonable efforts to ensure that the firm has in effect measures giving reasonable
assurance that all lawyers in the firm conform to the Rules of Professional Conduct. Model
Rule 5.1 also provides that lawyers having direct supervisory authority over another lawyer
shall make reasonable efforts to ensure that the other lawyer conforms to the Rules of
Professional Conduct. In addition, Rule 5.3 requires lawyers who are responsible for
managing and supervising nonlawyer assistants to take reasonable steps to reasonably
assure that the conduct of such assistants is compatible with the ethical duties of the lawyer.
. These requirements are as applicable to electronic practices as they are to comparable
office procedures.
In the context of electronic communications, lawyers must establish policies and
procedures, and periodically train employees, subordinates and others assisting in the
delivery of legal services, in the use of reasonably secure methods of electronic
communications with clients. Lawyers also must instruct and supervise on reasonable
measures for access to and storage of those communications. Once processes are
established, supervising lawyers must follow up to ensure these policies are being
implemented and partners and lawyers with comparable managerial authority must
periodically reassess and update these policies. This is no different than the other
obligations for supervision of office practices and procedures to protect client information.

7.

Conduct Due Diligence on Vendors Providing Communication Technology.
Consistent with Model Rule 1.6(c), Model Rule 5.3 imposes a duty on lawyers with direct
supervisory authority over a nonlawyer to make “reasonable efforts to ensure that” the
nonlawyer’s “conduct is compatible with the professional obligations of the lawyer.”
In ABA Formal Opinion 08-451, this Committee analyzed Model Rule 5.3 and a lawyer’s
obligation when outsourcing legal and nonlegal services. That opinion identified several
issues a lawyer should consider when selecting the outsource vendor, to meet the lawyer’s
due diligence and duty of supervision. Those factors also apply in the analysis of vendor
selection in the context of electronic communications. Such factors may include:
a.

Reference Checks and Vendor Credentials

b.

Vendor’s Security Policies and Protocols
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281

c.

Vendor’s Hiring Practices

282

d.

The Use of Confidentiality Agreements

283

e.

Vendor’s Conflicts Check System to Screen for Adversity

284
285

f.

The Availability and Accessibility of a Legal Forum for Legal Relief for
Violations of the Vendor Agreement.

286
287
288

Any lack of individual competence by a lawyer to evaluate and employ safeguards to
protect client confidences may be addressed through association with another lawyer or
expert, or by education. 20

289
290
291
292
293
294

Since the issuance of Formal Opinion 08-451, Comment [3] to Model Rule 5.3 was added
to address outsourcing, including “using an Internet-based service to store client
information.” Comment [3] provides that the “reasonable efforts” required by Model Rule
5.3 to ensure that the nonlawyer’s services are provided in a manner that is compatible with
the lawyer’s professional obligations “will depend upon the circumstances.” Comment [3]
contains suggested factors that might be taken into account:
•
•
•
•

295
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299
300
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304
305
306

“the education, experience, and reputation of the nonlawyer;
the nature of the services involved;
the terms of any arrangements concerning the protection of client information; and
the legal and ethical environments of the jurisdictions in which the services will be
performed particularly with regard to confidentiality.”

Comment [3] further provides that when retaining or directing a nonlawyer outside of the
firm, lawyers should communicate “directions appropriate under the circumstances to give
reasonable assurance that the nonlawyer’s conduct is compatible with the professional
obligations of the lawyer.” 21 If the client has not directed the selection of the outside
nonlawyer vendor, the lawyer has the responsibility to monitor how those services are
being performed. 22
20

MODEL RULES OF PROF’L CONDUCT R. 1.1 cmts. [2] & [8] (2016).
The ABA’s catalog of state bar ethics opinions applying the rules of professional conduct to cloud storage
arrangements involving client information can be found at:
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/cloudethics-chart.html.
22
By contrast, where a client directs the selection of a particular nonlawyer service provider outside the firm, “the
lawyer ordinarily should agree with the client concerning the allocation of responsibility for monitoring as between
the client and the lawyer.” MODEL RULES OF PROF’L CONDUCT R. 5.3 cmt. [4] (2017). The concept of monitoring
recognizes that although it may not be possible to “directly supervise” a client directed nonlawyer outside the firm
performing services in connection with a matter, a lawyer must nevertheless remain aware of how the nonlawyer
services are being performed. ABA COMMISSION ON ETHICS 20/20 REPORT 105C, at 12 (Aug. 2012),
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/2012_hod_annual_meeting_105c_filed_m
ay_2012.authcheckdam.pdf.
21
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Even after a lawyer examines these various considerations and is satisfied that the security
employed is sufficient to comply with the duty of confidentiality, the lawyer must
periodically reassess these factors to confirm that the lawyer’s actions continue to comply
with the ethical obligations and have not been rendered inadequate by changes in
circumstances or technology.
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IV.
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Communications between a lawyer and client generally are addressed in Rule 1.4. When the
lawyer reasonably believes that highly sensitive confidential client information is being
transmitted so that extra measures to protect the email transmission are warranted, the lawyer
should inform the client about the risks involved. 23 The lawyer and client then should decide
whether another mode of transmission, such as high level encryption or personal delivery is
warranted. Similarly, a lawyer should consult with the client as to how to appropriately and safely
use technology in their communication, in compliance with other laws that might be applicable to
the client. Whether a lawyer is using methods and practices to comply with administrative,
statutory, or international legal standards is beyond the scope of this opinion.
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A client may insist or require that the lawyer undertake certain forms of communication. As
explained in Comment [18] to Model Rule 1.6, “A client may require the lawyer to implement
special security measures not required by this Rule or may give informed consent to the use of a
means of communication that would otherwise be prohibited by this Rule.”

327

V.

328
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Rule 1.1 requires a lawyer to provide competent representation to a client. Comment [8] to Rule
1.1 advises lawyers that to maintain the requisite knowledge and skill for competent representation,
a lawyer should keep abreast of the benefits and risks associated with relevant technology. Rule
1.6(c) requires a lawyer to make “reasonable efforts” to prevent the inadvertent or unauthorized
disclosure of or access to information relating to the representation.

333
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339

A lawyer generally may transmit information relating to the representation of a client over the
Internet without violating the Model Rules of Professional Conduct where the lawyer has
undertaken reasonable efforts to prevent inadvertent or unauthorized access to information relating
to the representation. However, a lawyer may be required to take special security precautions to
protect against the inadvertent or unauthorized disclosure of client information when required by
an agreement with the client or by law, or when the nature of the information requires a higher
degree of security.

23

Duty to Communicate

Conclusion.

MODEL RULES OF PROF’L CONDUCT R. 1.4(a)(1) & (4) (2016).
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