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CLOUDY WITH A CHANCE OF RAIN: ETHICAL LEGAL PRACTICE IN AN
INCREASINGLY DIGITAL WORLD
I.

INTRODUCTION
Make no mistake - computer technology has been a boon to the practice of law. From the advent of wordprocessing (sorry, typewriters) to sophisticated eDiscovery software, we now have the capability to process expansive
amounts of information faster, more efficiently, and with greater accuracy. That said, it is not without its unique
challenges. The advent of software-as-a-service (SaaS) models, mobile platforms and associated “apps” represent
interesting challenges, and if you are not careful, such “cloud” services may end up raining on your practice and your
client’s valuable confidential information.
The focus of this material is to shed light on the uses of technology in your practice and how such technology
impacts client confidential information (“CCI”) and the ethical obligations all lawyers have to maintaining the
confidentiality of such information. By understanding these impacts, lawyers can be better prepared to deal with
existing technologies in their practice and inevitable future technological developments without compromising their
ethical obligations. If not, lawyers risk “obsoleting” their own ethical obligations, jeopardizing CCI and their legal
practice.
II. A CRASH COURSE IN TECHNOLOGY IN LAW PRACTICE
A. Technology in Practice…in Your Practice
Technology touches every facet of law practice today. From word processing programs such as Microsoft Word
and Corel’s WordPerfect to email communications over the Internet and mobile devices, technology has found its place
in 21st century law practice. In fact, earlier technologies (such as fax machines) are rapidly being replaced with scanned
files forwarded as attachments to email communications. Oddly, most lawyers do not understand that such
technologies, by their very nature, often use data in ways far beyond the content encapsulated in an email or word
processing document. Although lawyers need not become technical experts in every software program or platform
used in their practice, a basic understanding of certain technologies is necessary and, as you will see, indeed expected
so as to protect the attorney-client relationship and associated CCI.
1.

Metadata and Your Ethical Obligations
You will be hard pressed to find an attorney nowadays that does not use some form of word processor for the
creation, modification and archiving of documentation in their law practice. Further, many lawyers will use software
designed to create and/or read scanned documents and/or images as part of their practice (such as Adobe Professional
and Adobe Acrobat). Using such software, however, involves the creation of “meta data” - embedded information
about the file that is tagged to it…and it covers more than you think.
The Texas Office of the Attorney General has rendered Opinion No. 665 (“Opinion 665”) to address CCI
contained in such “metadata”. The question posed in Opinion 665 was twofold:
(i)

What are a Texas lawyer’s obligations under the Texas Disciplinary Rules of Professional Conduct
(“TDRPC”) to prevent the inadvertent transmission of metadata containing a client’s confidential
information?
(ii) What are a Texas lawyer’s obligations under the Texas Disciplinary Rules of Professional Conduct when the
lawyer receives from another lawyer a document that contains metadata that the receiving lawyer believes
contains and inadvertently discloses confidential information of the other lawyer’s client?
Opinion 665, p.1.
Opinion 665 is quite instructive and covers both privileged and unprivileged CCI under as defined in Rule 1.05(a)
of the TDRPC. In the opinion, “metadata” is defined as “[e]mbedded information that describes the history, tracking,
or management of an electronic document”, such as the owner of the document, when it was saved or last modified, as
well as tracked changes. Opinion 655, p.1. Rule 1.5 of the TDRPC sets for the lawyer’s duty to maintain the
confidentiality of CCI and obtained through the course of representation, and not “knowingly” revealing such CCI to
opposing counsel (subject to some limited exceptions). Opinion 665 makes it clear that:
a lawyer’s duty of competence requires that lawyers who use electronic documents understand that metadata
is created in the generation of electronic documents, that transmission of electronic documents will include
transmission of metadata, that the transmitted metadata may include [CCI], that recipients of the documents
can access metadata, and that actions can be taken to prevent or minimize the transmission of metadata.
1
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Opinion 665, p.2. (emphasis added).
As a result, lawyers “have a duty to take reasonable measures to avoid the transmission of confidential information
embedded in electronic documents, including the employment of reasonably available technical means to remove such
metadata before sending such documents to persons to whom such confidential information is not to be revealed
pursuant to the provisions of Rule 1.05. See id. Without question, the use of a word processor or other document
creation software will result in metadata, but there is an obligation upon each lawyer to ensure that any CCI contained
in metadata is scrubbed, converted or otherwise circumvented (such as by printing) prior to forwarding.
2.

Beyond the Desktop - Mobile Devices, ‘Apps” and Your Legal Practice
Opinion 665 lays an important groundwork for CCI in the context of embedded data, but what most lawyers need
to appreciate is that such data is not restricted to the desktop or laptop anymore. Mobile devices have become almost
ubiquitous with the advent of the modern smartphone (i.e. iPhone and Samsung Galaxy) and tablet computes (such as
the Apple iPad and Samsung Galaxy Tab). Lawyers are not only receiving emails on their smartphones, but also
receiving attachments, revising documents and even remotely accessing their workplace computers through these
devices. Such convenience has been transformative for attorney-client communications but is equally challenging
when viewed through the lens of CCI.
Many attorneys fail to realize that mobile devices and corresponding “apps” make compliance with ethical
obligations more difficult. Although most attorneys consider the use of mobile devices to be mere extensions of the
use of a desktop, this view is far too narrow. While it is true that mobile devices can access email and documents that
involve CCI, the very mobility of these platforms cause greater concern. First, has access to such device been
restricted? Although mobile devices such as the iPhone now utilize TouchID (and even FaceID for the iPhone X),
many users of these platforms simply do not activate the password feature as a matter of convenience. Of course, this
is unacceptable for counsel, and such devices must have access restrictions activated and properly configured.
Further, mobile “apps” cannot be taken for granted. Many apps may be programmed via a metadata-driven
design…meaning that their functionality is tied to the use of (and interaction with) metadata. Worse, the Android
operating system that powers the mobile phones and tablets of Samsung, Goggle and others is an open-source operating
system – a community-driven code platform that is “open” to developers (as opposed to Apple’s “closed” system for
the iPhone). As a result, many apps developed for earlier Android operating systems (earlier than Android 7.0) may
not have settings designed to prevent leakage of metadata of private files. As a result, ensuring that your mobile devices
are up-to-date becomes not just good technical practice, but is arguably required ethical practice as well.
An even bigger issue, however, stems from how prevalent the use of such apps is becoming with software
“services” made available on the Internet. Whether through the browser on the mobile device, or otherwise through a
dedicated “app”, attorneys are using such “software-as-a-service” more and more to store and access documents that
contain CCI. Such use has been driven by availability, reduced costs and convenience; however, it can also be an
ethical trap for the unwary.
B.

What is the “Cloud”…and Why Should I Care?
When talking about the “cloud”, it is important to understand what exactly constitutes the “cloud”, and why it
matters to your legal practice. When referring to the “cloud”, the reference is usually to some internet-based service
that may be subscription-based, pay-per-use or even free that usually provides some additional level of capability to an
existing computer platform. Unlike programs installed on your local computer (or network server), “cloud” services
are accessed over the Internet via a web browser, usually after a simple registration process. That said, there are certain
characteristics common to “cloud” platforms, as well as common types of platforms, that are worth noting so as to lay
the foundation for ethical obligations involving CCI and the use of “cloud” services via any cloud service provider(s)
(“CSP(s))”.
1.

Introduction to the “Cloud” and “Cloud Computing”
Whether you realize it or not, you are most likely using some version of “cloud” services in your daily interactions
with your computer or mobile device. Certain characteristics are common, indeed essential, to “cloud” computing
platforms:
•
•
•
•

On-demand self-service – unilateral and automatic provisioning of a user’s computing needs
Broad network access – services available through the network to cellphones, PDAs, laptops, iPads, etc.
Resource pooling – dynamic assignment of physical and virtual computing resources
Rapid elasticity – quick scale-out/scale-in – seamless and seemingly unlimited to the user
2
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Measured Service – automatic control to optimize management of resources (storage, processing, bandwidth,
accounts)

See The NIST Definition for Cloud Computing, National Institute for Standards & Technology, Special Publication
800-145 (September 2011).
These characteristics are generally found in each of the 3 types of “cloud” computing services available on the
internet:
•
•
•

Software-as-a-Service (“SaaS”) - External software hosting in a cloud infrastructure, such as Google Gmail,
Google Drive, Microsoft Office 365 & Apple iCloud
Platform-as-a-Service (“PaaS”) - computing platform and “solution stack” for building and running custom
applications by the user, such as Windows Azure, Salesforce AppExchange & the Google App Engine
Infrastructure-as-a-Service (“IaaS”) - Data processing, storage, network and other fundamental computing
resources in cloud infrastructure, such as Amazon EC2, Rackspace & Google Compute Engine

See id.
As you can see, “cloud” computing platforms can take a few different forms, but what needs to be understood is
that such scalable, on-demand shared platforms are not controlled by the user – they are accessed by the user over the
internet and usually available as shared resources.
2.

Why the Cloud Model is A “Perfect Storm” for the Legal Profession
Based upon the information set forth above, it becomes quite clear why the “cloud” model creates a “perfect
storm” for the legal profession. The almost ubiquitous availability of services available for email, document creation
and storage (even backup and archiving) are due in no small part to the reduced costs for computer processing power,
memory and high-speed communications. A perfect example of this is Google Apps – a suite of programs covering,
inter alia, email (Gmail), calendaring (Google Calendar), word processing (Google Docs), and document storage
(Google Drive). These applications are quite useful, available for both desktops, laptops and even mobile smartphones
and tablet…and better yet, provided free of charge! Unfortunately, this is where potential pitfalls can occur for the
unwary practitioner, and care must be taken to ensure that use of the “cloud” doesn’t hail on your ethical obligations.
Unlike platforms installed within the law office, “cloud” services use computer “servers’ that are not necessarily
dedicated to the specific practice or office location. In many cases, the server assigned to provide the services is shared,
or otherwise “virtual” (i.e. created by software so that many virtual servers can reside on one physical platform,
allowing hardware to be maximized and resources to by dynamically allocated as necessary). Moreover, “cloud”
services may actually “fragment” data – specific documents may not all reside on one server in a single location, but
may be allocated among a number of servers in multiple locations (and in some cases, outside the U.S.). As a result,
the ethical use of “cloud” services requires more than simply registering as a user with the service provider – it requires
something more.
III. CLIENT CONFIDENTIAL INFORMATION (“CCI”) AND THE CLOUD
A. Ethical Obligations regarding CCI
1. ABA Formal Opinion 477R
The ABA Commission on Ethics and Professional Responsibility (the “ABA Ethics Commission”) issued ABA
Formal Opinion 477R (“Opinion 477r”) on May 11, 2017 (revised May 22, 2017) regarding “a lawyer’s ethical
obligations to protect confidential client information when transmitting information relating to the representation over
the internet.” An update to Formal Opinion 99-413 (1999) that found the use of email to communicate with clients
comported with a reasonable expectation of privacy and was ethically permissible under then-current technologies,
Opinion 477r sought to address the leaps in technology that occurred since the original 1999 opinion, acknowledging
that “legal services now regularly use a variety of devices to create, transmit and store confidential communications,
including desktop, laptop and notebook computers, tablet devices, smartphones, and cloud resource and storage
locations. Each device and each storage location offer an opportunity for the inadvertent or unauthorized disclosure
of information relating to the representation, and thus implicate a lawyer’s ethical duties.” See Opinion 477r, pp. 1-2,
citing Jill D. Rhodes & Vincent I. Polley, The ABA Cybersecurity Handbook: A Resource For Attorneys, Law Firms
And Business Professionals, p. 7 (2013). In doing so, the ABA Ethics Commission summarized its finding as follows:
A lawyer generally may transmit information relating to the representation of a client over the
Internet without violating the Model Rules of Professional Conduct where the lawyer has undertaken
3
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reasonable efforts to prevent inadvertent or unauthorized access. However, a lawyer may be required to
take special security precautions to protect against the inadvertent or unauthorized disclosure of client
information when required by an agreement with the client or by law, or when the nature of the information
requires a higher degree of security.
Opinion 477r, p.1. (emphasis added).
In determining “reasonable efforts”, the ABA Ethics Commission stressed that a lawyer’s duty of competence
under Model Rule 1.1 requires an attorney to “keep abreast of changes in the law and its practice, including the benefits
and risks associated with relevant technology” in order to maintain the requisite knowledge and skill for the practice
of law. ABA Model Rules of Professional Conduct, Model Rule 1.1, Comment [8]. Further, the ABA Ethics
Commission asserted that the duty of confidentiality under Model Rule 1.6(a) (s modified in 2012) requires that every
attorney “make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to,
information relating to the representation of a client.” ABA Model Rules of Professional Conduct, Model Rule 1.6(a)
(2016). When addressing the duty of competence and duty of confidentiality together, the ABA Ethics Commission
held that “lawyers must exercise reasonable efforts when using technology in communicating about client matters.”
Opinion 477r, p.4. (emphasis added). That said, such “reasonable efforts are not subject to any bright-line test or “hard
and fast rule”, but “contingent upon a set of factors” that “depend on the multitude of possible types of information
being communicated (ranging along a spectrum from highly sensitive information to insignificant), the methods
of electronic communications employed, and the types of available security measures for each method.” See id.
Using this fact-based approach, Model Rule 1.6(c) specifically addresses nonexclusive factors to be weighed when
determining “reasonable efforts”, such as
•
•
•
•
•

the sensitivity of the information,
the likelihood of disclosure if additional safeguards are not employed,
the cost of employing additional safeguards,
the difficulty of implementing the safeguards, and
the extent to which the safeguards adversely affect the lawyer’s ability to represent clients (e.g., by making a
device or important piece of software excessively difficult to use).

Model Rule 1.6(c), Comment [18] (2016).
This approach means that circumstances may warrant measures beyond simply sending unencrypted emails, such
as encryption of emails or similar “enhanced security measures” for highly sensitive CCI, and may even require the
informed consent of the client regarding such use and a discussion of the costs involved. Opinion 477r, p.5. This
means that lawyers must “constantly analyze how they communicate electronically about client matters, applying the
Comment [18] factors to determine what effort is reasonable.” See id.
Another important point is that lawyers are not ethically bound to be guarantors of the security of client data on
their systems, so there is no ethical breach for the unauthorized access to or inadvertent disclosure of CCI since such
breaches can occur even where reasonable measures are taken. See Opinion 477r, p.4, Comment [11]. That said, the
changes in the technological landscape arguably require lawyers to be proactive in the handling of CCI when using
“cloud” platforms – lawyers cannot be naïve in the use of technological measures in their practices, and will be required
to make “reasonable efforts” in the handling and securing of CCI.
2.

Attorney Assistants & Paralegals Must Adhere to Such Standards
Attorney assistants & paralegals are no exception and must adhere to these standards, as they remain under the
lawyer’s supervision. Comment [18] to Opinion 477r states this requirement quite succinctly:
Paragraph (c) requires a lawyer to act competently to safeguard information relating to the representation of
a client against unauthorized access by third parties and against inadvertent or unauthorized disclosure by the
lawyer or other persons who are participating in the representation of the client or who are subject to the
lawyer’s supervision. See Rules 1.1, 5.1 and 5.3. The unauthorized access to, or the inadvertent or
unauthorized disclosure of, information relating to the representation of a client does not constitute a violation
of paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.
Opinion 477r, p. 4, citing Model Rule 16.(a),Comment [18].

4
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3.

Texas Professional Ethics Committee Opinion 648 (April 2015)(“Opinion 648”)
Opinion 648 was rendered to address the fundamental question of whether Texas lawyers could use email to
communicate CCI. Although the Professional Ethics Committee for the State Bar of Texas (“Ethics Committee”)
acknowledges that the Texas Disciplinary Rules of Professional Conduct “do not specifically address the use of email
in the practice of law”, Rule 1.05(b) specifically addresses the confidentiality of both privileged and non-privileged
CCI. Opinion 648, pp. 1-2.
The Ethics Committee ultimately permitted “the use of email, including unencrypted email, is a proper method
of communicating [CCI]” because Rule 1.05(b) required knowingly revealing CCI in violation of the Rule. Opinion
648, p.2. Although such violations are to be viewed on a case-by-case basis, the Ethic Committee expressly stated that
“a “person’s knowledge may be inferred from circumstances.” See id. This is very important to understand – Rule
1.05 can be violated not only if the lawyer knowingly discloses CCI to a third-party not authorized to receive it, but
arguably should have known that such disclosure could occur under the circumstances.
Opinion 648 gives a number of specific examples of whether normal email communication of CCI would be
acceptable, or whether more strident security measures (such as encryption) are merited under the circumstances:
•
•
•

•
•
•

communicating highly sensitive or confidential information via email or unencrypted email connections;
sending an email to or from an account that the email sender or recipient shares with others;
sending an email to a client when it is possible that a third person (such as a spouse in a divorce case)
knows the password to the email account, or to an individual client at that client’s work email account,
especially if the email relates to a client’s employment dispute with his employer (see ABA Commission
on Ethics and Professional Responsibility, Formal Op. 11-459 (2011));
sending an email from a public computer or a borrowed computer or where the lawyer knows that the emails
the lawyer sends are being read on a public or borrowed computer or on an unsecure network;
sending an email if the lawyer knows that the email recipient is accessing the email on devices that are potentially
accessible to third persons or are not protected by a password; or
sending an email if the lawyer is concerned that the NSA or other law enforcement agency may read
the lawyer’s email communication, with or without a warrant.

Opinion 648, p.3. (emphasis added).
4.

Recommended Guidance
Opinion 477r hesitates to outline specific steps that should be taken to ensure “reasonable efforts” to protect CCI
have been taken, but the opinion provides very helpful guidance:
•
•
•
•
•
•
•

Understand the Nature of the Threat – i.e. Is there a higher risk for “hacking” the CCI?
Understand How Client Confidential Information is Transmitted and Where It Is Stored – i.e. Do you understand
how CCI is accessed, stored and foreseeably transmitted over your system(s)?
Understand and Use Reasonable Electronic Security Measures – i.e. Have you implemented security measures
addressing both access and disclosure to the firm’s computer systems and connectivity solutions?
Determine How Electronic Communications About Clients’ Matters Should Be Protected – i.e. Are alternative
non-electronic forms of communication merited given the nature of the CCI?
Label Client Confidential Information – i.e. Are you marking privileged and confidential client communications,
and if so, are you doing so properly?
Train Lawyers and Non-lawyer Assistants in Technology and Information Security – i.e. Are you ensuring that
your legal assistants and paralegals are adhering to these requirements?
Conduct Due Diligence on Vendors Providing Communication Technology – i.e. Are you taking steps to
understand how third-party vendor systems store and handle CCI?

Opinion 477r, pp. 6-10.
The above guidelines require more than just simple answers to these questions – steps must be taken in greater
detail to address each of these guidelines to ensure that “reasonable efforts” are being taken to protect CCI in your own
law firm environment.
B.

Security & Privacy of CCI in the Cloud
As you can see, Opinion 477r provides important guidance for making “reasonable efforts” to protect CCI in your
law firm systems…but what about your use of “cloud” services? Before diving into this issue, it is important to
5
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understand a simply cybersecurity truth – third-parties are absolutely targeting law firms for CCI. Unfortunately, the
nature of CCI makes it high-value data that draws the attention of hackers who are using different forms of intrusion
to gain access to such CCI. These mechanisms include, but are not limited to malware insertions via phishing/spearphishing emails and ransomware attacks. As a result, it is essential to understand the risks presented by “cloud”
computing to CCI.
1.

“Cloud” Services and Your Legal Practice
As discussed above, the use of “cloud” services has become more prevalent in law forms; however, not all “cloud”
services are created equal. More importantly, are they “safe” to use in your practice? The answer is…it depends.
Consistent with Opinion 477r, “reasonable efforts to prevent inadvertent or unauthorized access” must be taken. There
are a number of great existing SaaS platforms that can be helpful to legal practice, but each platform must be evaluated
on a case-by-case basis. More importantly, understanding how CCI may be stored and shared using a “cloud service”
is pivotal. In fact, one can argue that the fact that a “cloud” service has been hacked in the past should be known to the
potential lawyer or law firm so as to avoid unnecessary risk. For example, Google Docs is a cloud-based document
repository that allows for the easy sharing of documents between parties who are registered users of a Google platform
(such as Gmail). Unfortunately, Google was hacked in 2014 resulting in the capture of 5 million passwords. Other
document sharing platforms like DropBox and EverNote were likewise hacked in 2013 and 2014, respectively, with
the EverNote hack resulting in over 50 million passwords being taken and compromised. It is arguably no longer
acceptable for lawyers to simply use such platforms from CSPs without some level of due diligence as to (i) security
measures implemented by the provider, (ii) storage and handling of CCI by the provider and (iii) whether such
mechanisms are consistent with the level of protection that must be afforded such CCI in any particular case.
2.

Beware of the Apps You Use and How You Use Them
For the mobile environment, these considerations are even more profound. Unlike desktop systems, smartphones
and tablets are inherently mobile, and require a sensitivity to the increased security risks presented by them. Outside
of enabling the built-in security features for accessing such devices (such as passwords or other biometric access
mechanisms), care must be taken when implementing third-party apps on such devices. For example, Google Docs
and DropBox offer free versions of their services; however, these versions do not encrypt the data placed in them. To
the extent a lawyer seeks to transmit and store documents containing CCI on such platforms, extreme care should be
taken to determine if the use of such platforms does not arguably violate the lawyer’s duty of competence and
confidentiality. See Opinion 477r; Opinion 648, p.2. In certain cases, the platform may provide for a subscriptionbased service that provides encryption (such as DropBox Business and G Suite). Based upon the potential for data
breach and the duties of competence and confidentiality imparted upon every practicing lawyer, careful consideration
must be given to every platform before implementation and use. At a minimum, every attorney:
•
•
•

Must understand the cloud provider’s operational model to facilitate compliance with reasonableness standard and
whether it fits the need for heightened security (as applicable)
Review cloud provider’s terms of use/service and related policies for continuity with these requirements
Identify data security controls at the software level (i.e. encryption, firewalls), as well as physical security, where
heightened security is required

C. Contractual Considerations Impacting CCI When Using Cloud Services
Consistent with any due diligence of a “cloud” service platform, it is essential that the terms controlling the use
of the “cloud” service by lawyers and their staff be understood in the context of the service itself. As aforementioned,
location of service/data is not fixed, but distributed…and may in fact be dynamically changed under the terms of use.
Moreover, “cloud” service contracts are normally not negotiable, which makes risk allocation far more difficult to
address. For example, most “cloud” service providers offer little to no indemnity/infringement protection.
Other provisions may be equally troubling. Governing law and venue virtually always favor the CSP, and as for
limitations of liability under the terms of use there is usually no liability for damages whatsoever (which means no
liability for data deletion, corruption, failure to access, etc.). Limited to no warranties are provided (usually “AS-IS”
or “as available”), and any reference to the service being uninterrupted or error-free is usually disclaimed. If there are
any service level representations, they are usually limited to certain uptime guarantees that may be inadequate if the
documents and CCI cannot be accessed.
As you can see, there are a number of significant considerations that should be addressed by any legal practitioner
when considering the use of services provided by CSPs. At a minimum, legal practitioners:
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Must take CSP’s operational model into consideration to address specific points of impact and allocate risk
Review service levels/credits with a wary eye – they may not be enough to cover for impact of downtime of the
practice
Must address data export capabilities and ensure compatibility with business continuity and disaster recovery plan

IV. ETHICAL CONSIDERATIONS FOR LAWYERS USING TECHNOLOGY
As outlined above, there are some advisory opinions and related guidance available to help the legal practitioner
determine “reasonable efforts’ in protecting CCI with technology. Although quite instructive to the use of “cloud”
services, such opinions and guidance do not specifically address “cloud” services and the use of CSPs. Thankfully,
additional steps are being taken by the ABA and states to specifically do so.
The ABA Commission on Ethics 20/20 Working Group on the Implications of New Technologies (“ABA
Commission”) issued a Report on Electronic Confidentiality (“Report”) that provides additional guidance.
Specifically, the ABA Commission considers “cloud” computing to be a form of outsourcing. See Report, p. 4
(September 2010) citing ABA Formal Ethics Opinion 08-451 (lawyer’s obligations when outsourcing work to nonlawyers). As a result, the ABA Commission invited comments regarding standard terms and conditions, recommended
precautions in use of CSPs and “cloud” services, and even cyberinsurance. See Report, pp. 3-7.
A. State Bar Ethical Opinions Are Few…and Only Go So Far
Currently, twenty-four (24) states address CCI and CSPs by formal opinion. As a general proposition, each of
these available opinions state that use of CSPs for the storage of CCI is ethically permissible so long as a reasonable
standard of care is exercised, there are differences. The 24 states that currently have formal opinions are: Alabama,
Alaska, Arizona, California, Connecticut, Florida, Illinois, Iowa, Kentucky, Maine, Massachusetts, New Hampshire,
New Jersey, Nevada, New York, North Carolina, Ohio, Oregon, Pennsylvania, Tennessee, Vermont, Virginia,
Washington and Wisconsin. Other states are providing more informal guidance, such as Colorado (via tips from its
Office of Regulatory Counsel) and West Virginia (via adopting the 2012 revisions to Model Rule 1.1 that lawyer must
“stay abreast” of the risks and benefits associated with “relevant technology”).
1.

A “Reasonable Standard of Care” in Using “Cloud” Services
What would be considered a “reasonable standard of care” regarding CCI stored by CSPs? At a minimum, the
legal practitioner must arguably be knowledgeable about CSP’s handling of CCI, and must ensure that reasonable
safeguards are in place to handle and protect such CCI. Where necessary, the legal practitioner should also contract
with the CSP to preserve confidentiality/security of data
Transposing the “reasonableness” standard from “brick & mortar” to the “cloud” is not as easy as you may think.
For one, client confidentiality requires strong contractual protections to meet the duty of confidentiality.
Backups – MUST think about IaaS infrastructure
Data access – SLA service credit should NOT be sole remedy
Portability – Transfer of data in event of termination crucial
Bankruptcy of CSP – how to account for possibility?
Use DILIGENCE and COMPETENCE exercising reasonable care
MUST have a BASIC understanding of the technologies used
Have an OBLIGATION to remain current on the technologies
2.

Texas Has No Formal Ethics Opinion on Cloud Use, But Other Opinions Instructive
Although Texas currently as no formal opinion regarding storage of CCI in CSPs, other state formal opinions
provide helpful guidance. For example, the State Bar of Tennessee has issued Formal Ethics Opinion 2015-F-159,
which states in relevant part:
“A lawyer may ethically allow confidential client information to be stored in "the cloud" if the lawyer takes
reasonable care to assure that: (1) all such information or materials remain confidential; and (2) reasonable
safeguards are employed to ensure that the information is protected from breaches, loss, and other risks. Due
to rapidly changing technology, the Board doesn’t attempt to establish a standard of care, but instead offers
guidance from other jurisdictions.”
Formal Ethics Opinion 2015-F-159, p.1 (September 2015) (emphasis added).
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This opinion is noteworthy in that it addresses the use of a reasonable standard of care regarding not only
confidentiality, but in the reasonable safeguards that should be employed to protect CCI against breaches and other
risks – requirements consistent not only with ABA Opinion 477r, but Texas Opinions 648 and 655, supra.
By its own admission, other jurisdictions have been instructive in shaping Formal Ethics Opinion 201-F-159 a
number of levels. The opinion acknowledges that “the placement of a service provider between the lawyer and
confidential client information for which the lawyer is responsible adds a layer of risk and loss of direct control by the
lawyer over the stored or transmitted information.” Formal Ethics Opinion 201-F-159, p.1 citing N.H. Adv. Ethics Op.
2012-13/4 (2013). It also acknowledges that there should be no disparate treatment for CCI in the “cloud” – “[a] lawyer
owes the same ethical duties, obligations and protections to clients with respect to information for which they employ
cloud computing as they otherwise owe clients pursuant to the Rules of Professional Conduct with respect to
information in whatever form.” Formal Ethics Opinion 201-F-159, p.1 citing Me. Ethics Op. 207 (2013), Ohio
Informal Ethics Op. 2013-13 (2013) and Penn. Formal Ethics Op. 2011-200 (undated).; see also Fla. Ethics Op. 12-3
(2012) (urging lawyers to "consider whether the lawyer should use the outside service provider or use additional
security in specific matters in which the lawyer has proprietary client information or has other particularly sensitive
information.”).
The State Bar of Alabama has actually gone so far as to address “reasonable care” with a certain degree of
specificity. The Alabama Disciplinary Commission sets forth the conclusion "that a lawyer may use ‘cloud computing’
or third-party providers to store client data provided that the attorney exercises reasonable care in doing so." Alabama
State Bar Disciplinary Commission Ethics Opinion 2010-02, 2010). The Commission defined "reasonable care" as
requiring the lawyer to:
•
•
•

Learn how the provider would handle the storage and security of the data;
reasonably ensure that the provider abides by a confidentiality agreement in handling the data; and h not binding
stay abreast of appropriate safeguards that should be employed by both the lawyer and the third party.

Of course, the above is merely a survey of some relevant formal opinions involving the ethical use of “cloud” services
for storing CCI. That said, the overwhelming majority of these opinions focus on “reasonable care” to maintain
confidentiality of CCI in the “cloud” and implement “reasonable safeguards” to assure that confidentiality of CCI is
maintained. Although not binding in Texas, lawyers would be well served in adhering to the guidelines set forth in the
formal opinions of these 24 states so as to ensure “reasonable care” in the handling of CCI in the “cloud”.
V. CONCLUSION
As a practical matter, lawyers can ethically use cloud computing products in their law practices…but before doing
so, lawyers must fully assess their ethical obligations and exercise due diligence in vetting the CSP of choice. For
Texas practitioners, the absence of a formal opinion does not mean there is no guidance – from ABA Opinion 477r to
Texas Opinions 648 and 655 to the various formal opinions of 24 states, ample guidance exists to help shape
“reasonable care” in the handling of CCI as well as in the evaluation of CSP services that store such information. At
its core, Texas lawyers would be well-served to use their common sense in having a basic understanding of the
technologies they are using to store and communicate CCI. In so doing, they will be better positioned to perform due
diligence on applicable CSPs, ask the right questions in doing so, and prevent any storm clouds from brewing over
client CCI in the process.

8

