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CYBERSECURITY: PROTECTING YOURSELF
FROM HACKERS AND RANSOMWARE

I.

Cyber Criminals Are Targeting Law Firms

While every industry and business sector are targets for cyber criminals, lawyers and law firms
are especially appealing targets because in our representation of clients, we obtain highly sensitive
and confidential information. This is particularly true in personal injury cases where lawyers
typically have a large amount of sensitive health information.
New York Ethics Opinion 1019 warned attorneys in May 2014 about the cybersecurity threat
facing lawyers:
Cyber-security issues have continued to be a major concern for lawyers, as cybercriminals have begun to target lawyers to access client information, including trade
secrets, business plans and personal data. Lawyers can no longer assume that their
document systems are of no interest to cyber-crooks.
On March 4, 2016, the FBI issued a Private Industry Notification to law firms warning of a
cybercrime insider trading scheme targeting international law firms. In the scheme, a hacker would
compromise a law firm’s computer network to gain non-public information to be used for insider
trading. In late 2016, the Justice Department indicted three Chinese nationals for breaking into law
firms as part of the insider trading scheme.
In 2015, an anonymous source leaked more than 11.5 million documents from the Panamabased law firm Mossack Fonsesca. The documents contained personal financial information about
wealthy individuals and public officials that had been private. The International Consortium of
Investigative Journalists combed through hundreds of thousands of documents, which revealed the
law firm’s involvement in creating more than 200,000 offshore corporations, some of which were
used for illegal purposes, including fraud, tax evasion, and evading international sanctions. The
first stories were published in 2016. In the aftermath of the revelations, Iceland Prime Minister
Sigmundur Gunnlaugsson resigned after accusations of fraud, and Jose Soria, the minister of
industry for Spain, also resigned after information was revealed about his family’s offshore
accounts.
II.

Why Cybersecurity Matters

The consequences of a data breach can be severe, including potential ethical violations,
lawsuits, negative publicity, damage to reputation, regulatory fines, and disgruntled clients.
A. Ethics Rules
1. Privilege and Confidentiality
Failure to provide adequate data security measures and to safeguard confidential information
arguably constitutes a failure to fulfill a lawyer’s duty of confidentiality. Rule 1.05(b)(1) of the
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Texas Disciplinary Rules of Professional Conduct generally requires that lawyers shall not
knowingly reveal confidential information of a client or a former client to anyone other than the
client, the client’s representative, or the members, associates, or employees of the lawyer’s firm.
Many other jurisdictions have amended ethics rules on confidentiality to specifically
encompass cybersecurity measures. In 2012, the American Bar Association amended Model Rule
1.6 (Confidentiality) by adding new language: “A lawyer shall make reasonable efforts to prevent
the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to
the representation of a client.” Comment [18] explains “Paragraph 9(c) requires a lawyer to act
competently to safeguard information relating to the representation of a client against unauthorized
access by third parties and against inadvertent or unauthorized disclosure by the lawyer…” The
Comment states there will be no violation “if the lawyer has made reasonable efforts to prevent
the access or disclosure. Factors to be considered in determining the reasonableness of the lawyer’s
efforts include, but are not limited to, the sensitivity of the information, the likelihood of disclosure
if additional safeguards are not employed, the cost of employing additional safeguards, the
difficulty of implementing the safeguards, and the extent to which the safeguards adversely affect
the lawyer’s ability to represent clients.” Comment [19] to the Rule further explains “When
transmitting a communication that includes information relating to the representation of a client,
the lawyer must take reasonable precautions to prevent the information from coming into the hands
of unintended recipients. This duty, however, does not require that the lawyer use special security
measures if the method of communication affords a reasonable expectation of privacy.”
2. Competence
Inadequate cybersecurity measures can also raise competence issues. Rule 1.01(b)(2) of the
Texas Disciplinary Rules of Professional Conduct states that a lawyer shall not frequently fail to
carry out completely the obligations that the lawyer owes to a client or clients.
In 2012, the ABA when a step further and revised Model Rule 1.1 (Competence) to require
lawyers to “keep abreast of changes in the law and its practice, including the benefits and risks
associated with relevant technology.”
3. ABA Formal Ethics Opinion 477R (May 22, 2017)
In May of 2017, the ABA Standing Committee on Ethics and Professional Responsibility
released an opinion holding that lawyers must make reasonable efforts to ensure that
communications with their clients are secure and not subject to inadvertent or unauthorized
cybersecurity breaches. The opinion specified three ethical duties: competence, communication,
and confidentiality.
Usually according to the ABA opinion, a lawyer may transmit client information over the
internet if “reasonable efforts” are made to prevent inadvertent or unauthorized access. But
“special security precautions” may be call for when (1) required by an agreement with the client,
(2) required by law, or (3) required by the “nature of the information.”
The opinion list seven factors to consider when determining the appropriate level of
cybersecurity:
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•

The nature of the threat. “Client matters involving proprietary information in highly
sensitive industries such as industrial design, mergers and acquisitions or trade secrets, and
industries like healthcare, banking, defense, or education, may present a higher risk of data
theft.”

•

How client confidential info is stored and sent. “Every access point is a potential entry
point for a data loss or disclosure. Each access point, and each device, should be evaluated
for security compliance.”

•

The use of reasonable electronic security measures. “A lawyer has a variety of options
to safeguard communications including, for example, using secure internet access methods
to communicate, access and store client information (such as through secure Wi-Fi, the use
of a Virtual Private Network, or another secure internet portal), using unique complex
Malware/AntiSpyware/Antivirus software on all devices upon which client confidential
information is transmitted or stored, and applying all necessary security patches and
updates to operational and communications software.”

•

How electronic communications should be protected. “Different communications
require different levels of protection. At the beginning of the client-lawyer relationship, the
lawyer and client should discuss what levels of security will be necessary for each
electronic communication about client matters. Communications to third parties containing
protected client information requires analysis to determine what degree of protection is
appropriate.”

•

The need to label client information as privileged and confidential. “This can also
consist of something as simple as appending a message or ‘disclaimer’ to client emails,
where such disclaimer is accurate and appropriate for the communication.”

•

The need to train lawyers and nonlawyer assistants. “In the context of electronic
communications, lawyers must establish policies and procedures, and periodically trains
employees, subordinates and others assisting in the delivery of legal services, in the use of
reasonably secure methods of electronic communications with clients.”

•

The need to conduct due diligence on vendors who provide technology services. The
Committee noted that Model Rule 5.3 imposes a duty on lawyers with direct supervisory
authority over a nonlawyer to make “reasonable efforts to ensure that” the nonlawyer’s
“conduct is compatible with the professional obligations of the lawyer.” In ABA Formal
Ethics Opinion 08-451, the Committee analyzed Model Rule 5.3 and a lawyer’s obligations
when outsourcing legal and nonlegal services. The opinion identified several issues a
lawyer should consider when selecting a vendor to meet the lawyer’s due diligence
requirements and duty of supervision. Those factors also apply in the analysis of vendor
selection for electronic communications. Such factors may include:
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•
•
•
•
•
•

reference checks and vendor credentials;
vendor’s security policies and protocols;
vendor’s hiring practices;
Using confidentiality agreements;
vendor’s conflicts check system to screen for adversity; and
the availability and accessibility of a legal forum for legal relief for violations of
the vendor agreement.

Like the ABA Opinion, Texas Professional Ethics Committee Opinion 648 (2015) held that
encrypting email is generally not required, but the opinion identified several circumstances where
encryption or some other method of security may be appropriate, including
•
•
•

•

communicating highly sensitive or confidential information via email;
sending an email to or from an account that the email sender or recipient shares;
sending an email to a client when it is possible that a third person (such as a spouse in a
divorce case) knows the password to the email account, or to an individual client at that
client’s work email account especially if the email relates to a client’s employment dispute
with his employer;
sending an email if the lawyer is concerned that the NSA or other law enforcement agency
may read the lawyer’s email communication, with or without a warrant.

B. State and Federal Laws
Federal legislation regarding data protection is not comprehensive, but rather by sector. For
example, HIPAA and HI-TECH protect client health information. Besides federal legislation, at
least 47 states have data security and privacy laws, including Texas. If you suffer a data breach
and an affected client resides in another state, then another state’s laws may apply.
Under Texas law, businesses (including lawyers and law firms) must protect sensitive personal
information. Texas Bus. & Com. Code, §521.052(a), provides “A business shall implement and
maintain reasonable procedures, including taking any appropriate corrective action, to protect from
unlawful use or disclosure any sensitive personal information collected or maintained by the
business in the regular course of business.” The Act defines “Sensitive Information” as the
unencrypted last name, first name (or initial) plus any one of the following: Social Security
Number, Driver’s License or Government ID number, or account information and password. It
also includes physical or mental health information including payment information. Texas Bus. &
Com. Code, §521.002.
The Act also requires that a business destroy customer records containing sensitive
personal information by shredding, erasing, or otherwise modifying the sensitive personal
information to make the information unreadable or indecipherable through any means. Texas Bus.
& Com. Code, §521.052(b).
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Finally, the Act requires that a business disclose any breach of system security “as quickly
as possible” to any person whose sensitive personal information was, or is reasonably believed to
have been, acquired by an unauthorized person. Texas Bus. & Com. Code,§521.053.
III.

Top Three Threats Facing Your Practice Today

The threats to law firm data are in order of importance: (1) former employees, (2) thirdparty vendors, (3) low-level intrusions (malware, ransomware, phishing attacks), and (4)
organized/coordinated hacking attacks targeting intellectual property, trade secrets and client
personal information.
A. Phishing & Spear-Phishing Attacks
Phishing is when a cybercriminal uses fraudulent emails, texts or bogus websites to get a
victim to share valuable personal information such as account numbers, Social Security numbers,
or login IDs and passwords. The cybercriminals then use the information to steal money, the
victim’s identity or both. Phishing attacks are typically random and sent in bulk. Spear-Phishing
attacks are targeted.
Email phishing is the most common and simplest method hackers use to gain access to a
computer network. Email is generally trusted by the network, so firewalls and other security
products may let malicious code through the perimeter. Hackers try to trick the email recipient into
downloading an infected attachment or clicking on an embedded link to gain access to the network.
Unfortunately, employees click on these emails at an alarming rate, even when they are obviously
suspicious.
Spear-phishing emails are often designed to look like they are coming from the managing
partner, so employees often believe the request is authentic. Spear-phishing emails often request a
wire transfer of money. If the link or attachment is opened, the computer is infected with malicious
computer code (malware).
To avoid phishing attacks, everyone should be trained to avoid clicking on links in emails.
Employees should also be trained to hover the mouse pointer over links to see if they are truly
going to the correct site. Instead of clicking on links, launch a browser and type the URL yourself.
In addition, the firm should have smart passwords (combination of letters, numbers and symbols)
that change periodically and that are not used across multiple accounts.
To avoid spear-phishing attacks, be conscious of the information posted on social media
particularly if it involves the managing partner, CFO or major decisionmaker within the firm.
Cybercriminals often take advantage of information posted publicly, such as when key players are
out of town. Also use logic when responding to requests. If a partner asks to send a wire, have a
system for confirming the authenticity of the request.
B. Ransomware
Ransomware is malware that encrypts your data with a digital key that only the hacker has.
You cannot access the data because it’s been encrypted, and it won’t be usable until it is decrypted.
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Your data is essentially held hostage until you pay the ransom to get the decryption key from the
cyber criminals who infected your system with the ransomware.
Typically, the cyber criminals will request that the ransom be paid in a cryptocurrency,
such as Bitcoin, so the payment cannot be tracked. If you are infected with ransomware, think
twice about paying the ransom. It is estimated that victims paying the ransom receive the
encryption key only 50 percent of the time.
Ransomware is typically delivered in the same way as phishing attacks – by tricking an
email recipient into downloading an infected attachment or clicking on an embedded link. If the
link or attachment is opened, the ransomware will launch malware that will encrypt all of your
data.
There are three key steps to avoid ransomware attacks. First, start with a hardware firewall
(e.g. Dell SonicWall) with the ability to analyze incoming data through Deep Packet Inspection.
Second, ensure that all devices have active-monitoring anti-virus/anti-malware software. Third,
create secure data back-ups regularly by using external hard drives to save files, and physically
disconnect any backup drives after updating.
C. Silent Hacking
Silent hacking is when a cybercriminal gains access to your network but remains silent and
may be watching your every move. You may be using your account for weeks, months, or years
without knowing that your information is being stolen and used or sold. The top four uses of silent
hacks are identity theft, spamming, cost-per-click scams, and corporate espionage.
Combatting silent hacking shares some of the same aspects of other cybersecurity threats:
invest in a hardware firewall, make sure your anti-virus and anti-malware software is up-to-date,
on every device and actively monitoring your system. It is also critically important that all your
other software is up-to-date with the latest security patches. Cybercriminals often take advantage
of known security holes, which have not been patched.
IV.

Avoid Public Wi-Fi

The convenience of free public Wi-Fi makes it risky. It requires no authentication to establish
a network connection, and every time you connect you are putting yourself at the mercy of others
connected to that network. With simple software, a hacker can position himself between you and
the connection point. Once this is done, the hacker then has access to everything you send on the
internet. Finally, hackers can also use unsecured Wi-Fi to distribute malware.
To avoid these problems, use your mobile phone as a hotspot for your laptop instead of using
the public Wi-Fi. In hotspot mode, data from your phone to the internet is encrypted over the phone
carrier’s network. If you insist on using public Wi-Fi, install software to create a Virtual Private
Network (VPN), which will encrypt your data while it is in transit, so hackers cannot see the
information in transit.
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V.

What You Can Do to Secure Your Data and Systems

Reasonable cybersecurity measures require an integrated approach, which can be grouped into
one of three buckets: administrative, technical, and physical.
A. Administrative
Training. One of the most important aspects of cybersecurity involves properly training
all firm employees. As we have seen, most cybersecurity breaches result from someone's
affirmative act in the firm, such as clicking on a link or downloading a malicious file.
Cybersecurity training should be conducted regularly: initial, semi-annual, and annual.
Policies and Procedures. It is critically important to have the correct policies and
procedures in place, particularly regarding confidentiality of data and the use of technology. Firms
should also have policies regarding use of strong passwords that change regularly and should
implement 2-factor authentication and disable macros that automatically launch programs when
clicked upon. Finally, firms should restrict access to information on a need-to-know basis.
Testing. Even with the proper training and the proper policies and procedures, it is
important to test to make sure employees are following proper protocol. This is the only way to
know if the training and systems are effective. Employees who fail the testing should be counseled,
and the mere knowledge that a firm is testing its employees can be a powerful deterrent to poor
cybersecurity practices.
B. Technical
Reasonable cybersecurity measures from a technical standpoint include the use of a
powerful firewall (e.g. Dell SonicWall) using Deep Packet Inspection along with up-to-date AntiVirus/Anti-Spyware/Anti-Malware software on each computer device connected to your network.
It is also imperative to apply the latest patches and software updates to the programs used by the
firm.
One of the most important things you can do is encrypt your data. It is one of the most
relevant but neglected security feature. Free encryption is available through Windows (BitLocker).
Finally, with the prevalence of mobile computing (smartphones and laptops), it is critical to have
remote wiping capability on mobile devices so that if the device is lost or stolen, the data can be
removed remotely.
C. Physical
Physical security should not be overlooked as part of a cybersecurity program. This includes
having locked room where the file servers are located, restricted access, and perhaps security
guards and security cameras. Although we are discussing cybersecurity, let’s not forget physical
files. They should be secured in locked file cabinets and should be shredded when no longer
needed.

7

