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THE 4 CS AND A D OF ETHICAL
ISSUES IN E-DISCOVERY

However, there are limits on zeal. As set forth in the
preamble, zeal must be within the rules of the adversary
system and within the bounds of the law. For example,
an attorney is not allowed use tactics in representing a
client that have no substantial purpose other than to
burden the other party. 4
The Sedona Conference, well known for its learned
publications and resources on several topics, including
E-Discovery topics, has issued a “Cooperation
Proclamation,” which has been endorsed by many
judges. 5 The proclamation’s purpose is to launch “a
coordinated effort to promote cooperation by all parties
to the discovery process to achieve the goal of a ‘just,
speedy, and inexpensive determination of every
action.’” 6 This purpose is reflected in the first subtitle
in the proclamation: “Cooperation in Discovery is
Consistent with Zealous Advocacy.” 7
Cooperation between parties in litigation will result
in a significant number of benefits for the parties and the
court.
First, cooperation will result in a more
streamlined litigation. By cooperating and having open
lines of communication, attorneys will be able seek and
receive a more reasonable volume of data. Parties will
not burden the courts as often with discovery hearings.
Cooperation does not mean opening up the storehouse
and letting the opposition have unfettered access to
everything. It means each side having sufficient
information about the case and the available data so that
it can meaningfully discuss data sources, scope, search
terms, predictive coding, and the like. Cooperation is
often not a one-time discussion, especially in larger
matters. As discovery progresses, the parties leave open
the option for further discussions, which could broaden
or limit the scope of discovery if different information
is discovered.
Cooperation is a win-win-win for the parties, the
clients, and the courts. Although contrary to many
styles of practice in recent years, it is becoming more
and more crucial as the volume of data continues to
grow.

I.

INTRODUCTION
When the Texas Disciplinary Rules of Professional
Conduct (“TDRPC”) were promulgated, electronically
stored information (“ESI”), electronic discovery (“EDiscovery”) and everything that came along with the
“technology age” were likely not contemplated by the
drafters. However, even though these things may not
have been contemplated, the Texas Disciplinary Rules
of Professional Conduct contain rules that can be land
mines for attorneys when venturing into the world of EDiscovery and technology if they are not prepared. The
rules require cooperation, competence, confidentiality,
candor and diligence. Social networking has also
opened up a new set of potential ethical issues for
attorneys. Attorneys must keep in mind their ethical
obligations when dealing with the technological
advances in our modern age.
II. FOUR CS AND A D OF ETHICAL ISSUES IN
E-DISCOVERY
A. Cooperation
In practice today, the costs of litigation associated
with E-Discovery can often dwarf those associated with
the rest of the matter. Parties will sometimes settle a
matter they otherwise would not because the discovery
costs exceed any potential value of the case. Parties
have sometimes decided to forego pursuing a potential
claim due to the risk of high discovery costs. If a party
has not received a “smoking gun” from the opposition
in discovery, the answer could never be that the
document never existed, instead it seeks spoliation
sanctions. Defending a spoliation allegation is very
costly, even if there are no sanctions awarded.
In our current legal atmosphere, it often seems that
cooperation has been lost under an argument for
zealously representing clients. The preamble to the
Texas Disciplinary Rules of Professional Conduct
promotes zealously representing clients:
•

•

B.

Competence
Almost any attorney would acknowledge that
competence is required when representing clients. After
all, competence is addressed in the very first rule of the
TDRPC and the ABA Model Rules of Professional
Conduct (“Model Rules”). A practitioner who focuses
on criminal law would likely not represent a party in an
oil and gas royalty dispute. Likewise, a practitioner who
focuses on antitrust litigation would likely not represent
a party in a hotly contested divorce and child custody

“As a representative of clients, a lawyer performs
various functions. . . . As advocate, a lawyer
zealously asserts the clients position under the rules
of the adversary system.” 2
“In all professional functions, a lawyer should
zealously pursue client’s interests within the
bounds of the law.” 3

2

5

Tex. Disciplinary Rules Prof’l Conduct preamble ¶ 2.
Tex. Disciplinary Rules Prof’l Conduct preamble ¶ 3.
4
Tex. Disciplinary Rules Prof’l Conduct R. 4.04(a).

The Sedona Conference, Cooperation Proclamation (July
2008), available at
https://thesedonaconference.org/cooperation-proclamation.
6
Id.
7
Id.

3
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dispute. Attorneys typically know their limitations in
their practice areas. However, attorneys often do not
realize their lack of knowledge, i.e. lack of competence,
when it comes to matters of technology and EDiscovery.

Fortunately, competence does not require every
attorney to become an information technology expert.
But attorneys do need to be able to recognize what they
do not know and be willing to associate persons with the
appropriate technical knowledge/competence to handle
those issues for a matter. 12

1.

Texas Disciplinary Rules of Professional Conduct
TDRPC 1.01 requires that “(a) A lawyer shall not
accept or continue employment in a legal matter which
the lawyer knows or should know is beyond the lawyer’s
competence, unless: (1) another lawyer who is
competent to handle the matter is, with the prior
informed consent of the client, associated in the matter .
. . .” Comment 8 to Rule 1.01 explains that “[b]ecause
of the vital role of lawyers in the legal process, each
lawyer should strive to become and remain proficient
and competent in the practice of law. To maintain the
requisite knowledge and skill of a competent
practitioner, a lawyer should engage in continuing study
and education.”

C. Confidentiality
Clients entrust attorneys with information. That
information is often personal, sensitive, proprietary
and/or privileged. Depending on the client, the
confidentiality of the information may be subject to
confidentiality requirements under state. federal or
international law. As attorneys, we have an obligation
to keep non-public information entrusted to us as
confidential. In this current age of short deadlines,
emerging technology, and data security challenges,
attorneys must maintain an awareness of their
confidentiality obligations.
1.

Texas Disciplinary Rules of Professional Conduct
TDRPC 1.05 states: “(b) Except as permitted by
paragraphs (c) and (d), or as required by paragraphs (e),
and (f), a lawyer shall not knowingly: (1) Reveal
confidential information of a client or a former client to:
(i) a person that the client has instructed is not to receive
the information; or (ii) anyone else, other than the client,
the clients representatives, or the members, associates,
or employees of the lawyers law firm.”

2.

Competence in E-Discovery
The days have passed when attorneys could avoid
having to “deal with” E-Discovery issues by either
sticking their heads in the sand or by blaming their lack
of knowledge on not being “tech savvy.” Attorneys
have an ethical duty of competence. Comment 8 to both
the TDRPC make clear that it is not enough for that
attorneys to initially gain knowledge. They must
maintain that knowledge. Comment 8 to the Model
Rules specifically addresses keeping abreast of relevant
technology.
Judges are becoming impatient with attorneys who
are uninformed about technology and E-Discovery
issues. United States Magistrate Judge John M.
Facciola for the United States District Court for the
District of Columbia told an audience at a February 4,
2009 Legal Tech Keynote address that “[w]atching an
incompetent lawyer is like watching a clumsy
ballerina.” 8 Courts will not excuse an attorney’s lack of
competence when he makes commitments not
understanding the effort and cost involved in keeping
the commitment. 9 Courts also will not excuse an
attorney’s lack of knowledge when it results in the
attorney providing false and misleading information. 10
Counsel cannot merely defer to his or her client to
investigate and determine the required information.
Instead, counsel shares responsibility with the client for
compliance with these obligations. 11

Confidentiality in E-Discovery
Before getting to high-tech technology issues, first
begin with a low-tech one: attorneys should not have
screens from computers, tablets, or smart phones
displayed in a way that they allow other individuals to
read the screen. Attorneys also need to be mindful of
who might be able to overhear a conversation.
Attorneys should not let others use devices containing
confidential client information, including family
members, if that information is not stored on the device
in a way that protects it from being accessed by others
who might pick up the device (i.e. protected by
passwords or encryption). These practices could result
in the disclosure of confidential client information.
If confidential information is being transferred to
third parties in the course of representing a client,
attorneys need to ensure that appropriate agreements or
orders, such as non-disclosure agreements and
confidentiality orders, are in place to protect the transfer

8

10

2.

Jeff Beard, Thoughts from Legal Tech 2009, LAWTECH
GURU BLOG (Feb. 9, 2009),
http://www.lawtechguru.com/archives/2009/02/09_thoughts
_from_legaltech_2009.html (last visited Nov. 7, 2013).
9
In re Fannie Mae Sec. Litig., 552 F.3d 814 (D.C. Cir.
2009).

See Peter Kiewit Sons’, Inc. v. Wall Street Equity Group,
Inc., No. 8:10CV365 (CRZ), 2012 WL 1852048 *22 (D.
Neb. May 18, 2012).
11
See, e.g., Phoenix Four, Inc. v. Strategic Res. Corp., No.
05-Civ-4837, 2006 WL 1409413, at *8 (S.D.N.Y. May 23,
2006).
12
Tex. Disciplinary Rules Prof’l Conduct R. 1.01(a)(1).
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directions of their client. 14 But there are limits on that
duty. If the client insists that the attorney engage in
conduct that would constitute a fraud on the court, then
the attorney may have no other option than to withdraw
from representation of that client. 15

of that information. Because there is always the
possibility of inadvertent disclosure of confidential or
privileged information, if not otherwise provided by the
rules applicable to a matter,13 an attorney should have a
clawback agreement and have that agreement entered as
an order by the judge. If an attorney is using a cloud
solution to transmit or store data, special precautions
should be taken.

E.

Diligence
Attorneys are required to be diligent in their
representation of their clients. Diligence applies in
many areas of representation, including preservation of
electronic data in the client’s possession, timely issuing
a legal hold, supervising contract attorneys, and vetting
third parties to be granted access to client data.

D. Candor
Attorneys must exercise candor before the court.
In dealing with E-Discovery, the duty of candor goes
hand-in-hand with other ethical obligations, including
competence and diligence. Attorneys must be able to
understand and communicate the availability of data and
any issues related to such data. Attorneys must be
diligent in gathering information relating to client data
so that they can make accurate representations to the
court.

1.

Texas Disciplinary Rules of Professional Conduct
TDRPC 1.01(b) provides: “In representing a client,
a lawyer shall not: (1) neglect a legal matter entrusted to
the lawyer.” TDRPC 1.01(c) goes on to define
“neglect”: “As used in this Rule ‘neglect’ signifies
inattentiveness involving a conscious disregard for the
responsibilities owed to a client or clients.”

1.

Texas Disciplinary Rules of Professional Conduct
TDRPC 3.03 provides: (a) A lawyer shall not
knowingly: (1) make a false statement of material fact
or law to a tribunal; … or (5) offer or use evidence that
the lawyer knows to be false. (b) If a lawyer has offered
material evidence and comes to know of its falsity, the
lawyer shall make a good faith effort to persuade the
client to authorize the lawyer to correct or withdraw the
false evidence. If such efforts are unsuccessful, the
lawyer shall take reasonable remedial measures,
including disclosure of the true facts.”

2.

Diligence in E-Discovery
Diligence is very important as it applies to
electronic data. The passage of time can result in the
loss of data. Courts are finding that the duty to preserve
data is arising earlier and earlier in litigation. 16
Attorneys must be diligent in working with their clients
to issue a legal hold and identify all data sources. 17
In large matters with significant amounts of data,
attorneys often outsource document review to be able to
conduct the review and a quicker and more cost
effective manner. However, when using contract
attorneys, attorneys must be diligent in supervising the
attorneys. When outsourcing data storage to the cloud,
attorneys must be diligent in evaluating the vendors.

2.

Candor in E-Discovery
The duty of candor with the court extends to EDiscovery. Violations of this duty can arise by making
false, misleading, evasive or incomplete answers to
discovery. They can also result from improperly
limiting searches for electronic data and failing to
disclose destroyed data when there is a duty to do so.
In some instances, an ethical dilemma can arise
between an attorney and her client when the client is
instructing the attorney to withhold information
regarding ESI. Lawyers have a duty to follow the

III. CONCLUSION
As technology and E-Discovery evolves, the
ethical standards applicable to attorneys require that
attorneys also evolve in their knowledge and practice.
Attorneys’ duties of competence, confidentiality,
candor and diligence require attorneys to keep up with

13

See, e.g., Tex. R. Civ. P. 193.3(d); Fed. R. Evid. 502.
Tex. Disciplinary Rules Prof’l Conduct R. 1.02(a).
15
Tex. Disciplinary Rules Prof’l Conduct R. 1.02(c), (f), R.
1.15(a).
16
See, e.g., E.I. du Pont de Nemours & Co. v. Kolon Indus.,
Inc., 803 F. Supp. 2d 469, 506 (E.D. Va. 2011) (finding that
defendants’ delay of six days in issuing legal hold notice to
key employees after learning action had been filed was too
long and that the notice needed to be in the native language
of the recipients); Phillip M. Adams & Assocs., LLC v. Dell,
Inc., 621 F. Supp. 2d 1173, 1191 (D. Utah 2009)
(preservation duty triggered when defendant’s industry was
“sensitized to the issue” in the case; discussing importance
of centralized document retention policies); see also M.

Adams & Assocs., LLC v. Winbond Elecs. Corp., No. 1:05CV-674 TS, 2010 WL 3767318 (D. Utah Sept. 16, 2010)
(the defendants’ duty to preserve was triggered by the fact
that “[i]n late 1999 the entire computer and component
manufacturer’s industry was put on notice of a potential for
litigation regarding defective floppy disk components
(“FDCs”) by the well-publicized settlement in a large class
action lawsuit against Toshiba”). See also Chapter 1 – Duty
to Preserve.
17
See Phoenix Four, 2006 WL 1409413, at *8 (stating that
counsel cannot rely on client’s assertions regarding sources
and locations of discoverable information without
conducting an independent inquiry).

14
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developments and to also have knowledge of clients’
systems and data. The trends requiring cooperation will
hopefully relieve some of the costs and burdens of EDiscovery for all parties involved.
As social media use becomes more and more of a
part of our everyday life, attorneys should be mindful of
the TDRCP. For example, if one always honors the
baseline duty to maintain the impartiality and integrity
of court proceedings, abiding by the applicable rules of
conduct are really just a matter of common sense and
thinking before posting.
In summary, if the conduct would be an ethical
violation in a “low tech” world, the conduct will also be
a violation in a “high tech” world.
IV. OTHER RESOURCES
www.edrm.net
www.ediscoverylaw.com
www.craigball.com
www.e-discoveryteam.com
www.bowtielaw.wordpress.com
www.thesedonaconference.org(including
publications)
http://www.americanbar.org/groups/professi
nal_responsibility.html
http://www.law.uh.edu/libraries/ethics/home
page.html
http://www.texasbar.com/AM/Template.cfm?
Section=Advertising_Review
http://www.tyla.org/tyla/assets/File/Social%2
0Media101%20booklet.pdf
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